


Figure 210: New User Group Wizard: Add Users

a  Select the required node in the tree; the users associated with that node are displayed
alongside, including any sub-groups.

E Note: The Quick Search facility enables you to find the required user(s). Enter
the required text in the box and click Go. The search will return all users within the
node that have that text as part of their name. The search is NOT case-sensitive.

b Select the required user(s) using the normal selection methods.

To add entries to the Selected users list:

i Highlight the required entry in the Available users list.

i Click the Add > button; the entry is moved to the Selected users list.
i Repeat for each entry required.

To remove entries from the Selected users list:

[ Highlight the required entry in the Selected users list.

i Click the < Remove button; the entry is moved to the Available users list.
i Repeat for each entry required.

e To move all entries to the Selected users list, click the Add All >> button.
e To move all entries to the Available users list, click the <<Remove All button.

W Tip: If you wish to select all but one or two users, click the Add All >> button to
move all users to the Selected users list and then remove the users not required.

c  Click the Next button to continue.
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6  Atthe Attach Resources (Optional) screen:

Figure 211: New User Group Wizard: Attach Resources

NICE Inform &
MNew User Group Wizard
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" Resource groups
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=] @ MLS Audic Syst Available resources: Selected resources:
G cLs2 |os001_Li11037201_cioc ~ fdd > “les115_Lit10a7z01_ciolls
21 Gl nicevision syst [Dssuoz_L 11037201_¢:0C ndd Al == [D98116_L 11037201_C:0116
Rl vt [[Fes003_L:11037201_¢0c - [Eles117_Li11037201_ci0117
[[Ess004_L:11037201_¢oc [Eles11s_Li11037201_cio11s
[[Flse00s_Li11037201_¢ioc « Remove [Elog119_Li11037201_cio119
[[Elepooe_L:i11037201_¢ioc : [[Eleg120_L:11037201_cio120
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[[Elseoo7_L:11037201_¢oc BBMPAL - Car Park - 12fps_Li11
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7 | NI » | »
Help Cancel == Back Next =

a  Select either Recording Systems or Resource Groups, as required. The associated boxes
show the Recording Systems or Resource Groups that have been created.

b Select the required node in the tree; the items associated with that node are displayed in
the Available items window.

% Note: The Quick Search facility enables you to find the required resource(s).
Enter the required text in the box and click Go. The search will return all the
resources within the node that have that text as part of their name. The search is
NOT case-sensitive.

¢ Select the required resource(s) using the normal selection methods.

To add entries to the Selected resources list:

i Highlight the required entry in the Available resources list.

i Click the Add > button; the entry is moved to the Selected resources list.
i Repeat for each entry required.

To remove entries from the Selected resources list:

i Highlight the required entry in the Selected resources list.

i Click the < Remove button; the entry is moved to the Available resources list.
i Repeat for each entry required.

e To move all entries to the Selected resources list, click the Add All >> button.
e To move all entries to the Available resources list, click the <<Remove All button.

w/ Tip: If you wish to select all but one or two resources, click the Add All >> button
to move all resources to the Selected resources list and then remove the
resources not required.

d  Click the Next button to continue.

7 You are then presented with a summary of the details you have just entered for this profile. If
you wish to change anything, click the Back button until you reach the required screen.
Otherwise, click Finish to add the new user group.
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Editing a User Group
To edit an existing user group:
1 Inthe tree pane, either:
e  Select the All Users, Administrators group or a custom user group node,
-or-

e  Use the Search facility to find the required user group (see Searching for users, user
groups and profiles).

2 Inthe right-hand pane, two tabbed pages are available for editing: the General page and the
Resources page. Click the tab of the page you wish to view. The pages are summarized in the
following sections.

General page
Figure 212: General page

General
Save Cancel
Group name: | |
Description: & description relating to this user group, J
Group Members
New... Delete Import...
Nane Type Group
& Cambell, Sarah MICE Inform User Dispatchers
@. Brown, Robert MICE Inform User Dispatchers
ﬁl Brown, Robert MICE Inform User all Users

At the General page:
1 Overtype the existing details, Group name and/or Description, as required.

E Note: You can ONLY edit the group name details within a ‘custom' user group.

2 Change/edit the users within the user group as required:

e  Show non active/Hide non active - click the Show non active/Hide non active
button to display/hide all non active users within the Group Members table. In the table,

active users are show with an icon and non active users are shown with an @. icon.

E Note: The Show non active/Hide non active button is ONLY available when
you have selected the All Users node.

e Set as manager/Remove as manager - to set/remove a user as a manager, select the user
from within the Group Members table and click the Set as manager/Remove as

manager button.
S, Notes:

== =
The Set as manager/Remove as manager button is ONLY available when

you have selected a 'custom' user group node.
You CANNOT remove manager status from yourself unless you are an
Administrator.
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This user will now have manager status within this group which allows the user to:
e  View all users in this user group.

e  Create a new user for this user group (see Adding a new user to the system).

e  Create a new sub user group (see Creating a new user group).

e Move this user group (see Moving a user group).

e  Setauser as a Manager.

e Add user group members to this user group (see Adding user group members).
e Remove user group members (see below).

e  Edit this user group name.

e  Attach resources to this user group (see Attaching resources to a user group).

e  Remove resources from this user group (see below).

Once set as a manager, the user will be displayed in the Group members list with a red star & next
to his/her name. Click the Remove as Manager button to remove the users' manager status.

3

4

Add - click this button and the Add Group Members Wizard starts. For help adding a new
user to the selected group (see Adding user group members).

Remove - to remove a user from the selected user group, select the required user for removal
from the Group Members table and click the Remove button. Click the Yes button to the
resulting confirmation message. The user will now be removed from the user group.

Notes:

~ The Add and Remove buttons are ONLY displayed within the Administrators

group and ‘custom' user groups nodes.
You CANNOT remove the Default Administrator account from the
Administrators group.

New - invokes the New User Wizard whereby you can add a new user to the system (see
Adding a new user to the system).

Delete - to delete a user from the system, select the required user for deletion from the Group
Members table and click the Delete button. Click OK to the resulting confirmation message.
The user will now be removed from the system.

Import - invokes the Import Users Wizard, whereby you can import users from a CSV file
in to the system (see Importing users from a CSV file).

E Note: The New, Delete and Import buttons are ONLY displayed within the All

Users group node.

Change existing group member’s details; double-click the required user to invoke the User
Details pages (see Editing user details).

On completion, click the Save button.

Note: Click the Cancel button at any stage prior to clicking the Save button to
change all settings back as they were.
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Resources page

Figure 213: Resource page

Resources

Save Cancel

The fallowing resources are attached to the selected group.

Resource Permissions

Show resource pairs Remove

% Mame Media type Descrpton User group 1=
210002 Talkgroup Dispatchers
fﬂ 2-8,9-2_L:11037101_C:... Radio Dispatchers e
|;| 7-6,9-3_L:11037101_C:... Radio Dispatchers
4000050 Talkagraup Dispatchers

At the Resources page:

o  Click the Attach button to attach additional resources to the group; the Attach Resources
Wizard is invoked (see Attaching resources to a user group). Once a user has been added to a
user group, the resources are assigned to that user and its sub groups.

e  Click the Remove button to detach the required resource from the group.

To remove resources from the user group:

1 Select the required resource or resources (using Microsoft Windows standard Shift and
Ctrl methods).

2 Click OK to the resulting confirmation message.

3 The resource(s) will now be removed from the user group.

Note: You can ONLY remove resource(s) directly attached to the current group. In
the instance that you are trying to remove resources assigned to sub groups then
you will be presented with a message informing you that you cannot remove the
resource(s). Click OK and the resource(s) will NOT be removed.

o  Click the Show resource pairs button to display any paired resources in the resources table.
Paired resources are used for parallel recording in resilient systems. This is configured when
either adding NLS (NICE Log System) resources manually in the NICE System Administration
application (see Adding an NLS resource manually) or when editing an NLS resource (see

Editing & deleting an NLS resource).
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Adding User Group Members

1 Inthe tree pane, expand the All Users node and select the User Group to which the members
are to be added.

2 Click the General tab and the General page is presented:

Figure 214: General page

General

Save LCancel

Group narme: |Dispatchers |
Descriptian: J

Group Members

Add... Remove
Mame Type Group

& Brown, Robert MICE Inform User Cispatchers

& Zambell, Sarah MIZE Inform User Cispatchers

Q‘ Turner, David MIZE Inform User Cispatchers

3 Inthe Group Members table, click the Add button. The Add User Group Members Wizard
opens at the Welcome screen.

4 Click the Next button to continue.

5 At the Select Users screen:

Figure 215: Add User Group Members Wizard: Select Users

NICE Inform
Add User Group Members Wizard
| Select Users
Select the users to add to the group.
User groups: Quick search:
=] fﬁ All Users | Go
ﬁAdministratom
m Tk Available users: Selected users:
=] m Crganizer Q Default, Administrator Add = | ﬁ Srythe, Harold
B Dizpatchers Q Jackson, Alan P T
Eﬁ Reconstruction g Smith, Karen -
< Remave
<= Iigmove All
«| | »
Help Cancel == Back Next >>

a  Select the users to be added to the group.

El Note: The Quick Search facility enables you to find the required user. Enter the
required text in the box and click Go. The search will return all users within the
node who have that text as part of their name. The search is NOT case-sensitive.
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b  Select the required users using the normal selection methods.

To add entries to the Selected users list:

[ Highlight the required entry in the Available users list.

i Click the Add > button; the entry is moved to the Selected users list.
i Repeat for each field required.

To remove entries from the Selected users list:

i Highlight the required entry in the Selected users list.

i Click the < Remove button; the entry is moved to the Available users list.
i Repeat for each field required.

e To move all entries to the Selected items list, click the Add All >> button.
e To move all entries to the Available items list, click the <<Remove All button.

w Tip: If you wish to select all but one or two users, click the Add All >> button to
move all users to the Selected users list and then remove the users not required.

¢ Click the Next button to continue.

6 You are then presented with a Summary screen showing you a list of users you have selected
for this group. If you wish to change anything, click the Back button until you reach the
required panel. Otherwise, click Finish followed by Save.

El Note: Click the Cancel button at any stage prior to clicking the Save button to
change all settings back as they were.
Moving a user group

The Move feature allows you to move a group and its sub-groups (if any) from one node in the tree
to another.

To move a group:
1 Inthe tree pane, expand the All Users node and select the User Group to be moved.

2 In the button bar, click the Move £ putton.

3 The Move Group dialog is presented showing the tree structure of the user groups that you
have privilege to see:

Figure 216: Moving a user group

NICE Inform X

Mowve Group

Select the new parent group:
=] H All Users
&4 Administratars
B & craganizer
] Dispatchers
[ Reconstruction

4 Select the required group as the new parent group, and click the OK button.

The group is moved, together with all its sub groups, members and resources to the new location.
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Deleting a user group
To delete a user group:

1 Inthe tree pane, expand the All Users node and select the User Group to be deleted.

2 Click the Delete @ button. A disclaimer message is presented confirming the deletion.
3 Click OK to confirm the deletion.
4 The user group will now be deleted.

If there are any users associated to this user group then a message is presented informing you of
this. Users have to be removed first before the user group can be deleted.

For help removing users from a user group, see Editing a user group.

If there are any sub groups associated to this user group then a disclaimer message is presented

informing you of this. Sub groups have to be deleted first before the user group can be deleted.
Attaching a user to a profile

To attach a user (or users) to a created profile:

1 Inthe tree pane, select the required profile node which resides under the parent Profiles node.

2 Click the Users tab and the Users page is presented:

Figure 217: Users page

Users l

Attach... Remove Save Cancel

Name Description
& Crefault, Administrator

& bloggs, fred
& User, Test

3 Click the Attach button. The Attach Users To Profile Wizard opens at the Welcome screen.
4 Click the Next button to continue.
5

At the Select Users screen:
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Figure 218: Attach Users To Profile Wizard: Select Users

NICE Inform X
Attach Users To Profile Wizard
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a  Select the required User Group node in the tree; the users associated with that node are
displayed alongside, including any sub-groups.

% Note: The Quick Search facility enables you to find the required user(s). Enter
the required text in the box and click Go. The search will return all users within the
node that have that text as part of their name. The search is NOT case-sensitive.

b Select the required user(s) using the normal selection methods.
To add entries to the Selected users list:

[ Highlight the required entry in the Available users list.
i Click the Add > button; the entry is moved to the Selected users list.
i Repeat for each entry required.

To remove entries from the Selected users list:

[ Highlight the required entry in the Selected users list.
i Click the < Remove button; the entry is moved to the Available users list.
i Repeat for each entry required.

e To move all entries to the Selected users list, click the Add All >> button.

e To move all entries to the Available users list, click the <<Remove All button.

w Tip: If you wish to select all but one or two entries, click the Add All >> button to
move all entries to the Selected users list and then remove the items not required.

6  Once the required user or users are moved to the Selected users list, click the Next button and
the Summary screen is presented:

7 Check that the correct users or users are to be added to the correct profile. Once satisfied, click
Finish. If any of the information within the Summary screen is incorrect, click the Back
button to make any changes.

8  Click the Save button.

The user (or users) are now located in the Users list associated to the profile.
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Removing a user from a profile
To delete a user from a profile:
1 Inthe tree pane, select the required profile node which resides under the parent Profiles node.
2 Click the Users tab and the Users page is presented:

Figure 219: Users page

Useprs ]

Attach... Remove Save Cancel

Name Description
& Default, Adrinistratar

& blogags, fred
& User, Test

3 Inthe Users list, select the user to be removed from the profile.
4 Click the Remove button.
5  Click the Save button.

The user is now deleted from the Users list associated to the profile.
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Profiles

Creating a new profile

Use the New Profile Wizard to create a new custom profile with the applications and associated
privileges that you require. Once created, you can attach a user to this profile (see Attaching a user
to a profile).

To create a new profile:

1 Inthe tree pane, click the New | -] button and select New Profile from the drop-down
menu. The New Profile Wizard opens at the Welcome screen. Click Next to continue.

2 Atthe Profile Name and Description screen, type in the Name of the new profile
(mandatory) and Description (optional).

Figure 220: New Profile Wizard: Profile Name and Description

NICE Inform X
New Profile Wizard
| Profile Name and Description
Enter a name for the profile and a brief description.
Mame: |Dispatcher| |
Description: _LJ
=
Help << Back | | Next>> | | Cancel |

3 Click Next to continue.

4 Atthe Application Privileges screen set the required applications and associated privileges
for the new profile:
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Figure 221: New Profile Wizard: Application Privileges

NICE Inform 3
New Profile Wizard

i

| Application Privileges

Select the application privileges for the profile.

Profile Details

Edit... . Selectall | Clear all
Applications Application privileges Privilege parameters
¥ Use Monitor application
Reconstruction [[] Review recent calls
Organizer [l Time period to search 10 minutes

[ audit
[[] User Administration
[] System Administration

Cancel || '{na_B_aqlg__' | | Next>> |

5  Allocate the Applications that will apply to this profile by checking the associated check-
boxes.

6  Allocate the Application Privileges that will apply to this profile by either:

e  Checking the associated check-boxes. For help regarding what each application privilege
means, see Application privileges,

E Note: To select all application privileges click the Select All button and to
deselect all privileges, click the Clear All button.

-0r-

o  Select the required application privilege and:
a  Click the Edit button. The Edit Privilege Parameter dialog is presented:

Figure 222: Edit privilege parameter

NICE Inform

Edit Privilege Parameter

[v¥ Enable privilege

b Check the Enable privilege check-box.

If there is a parameter set within the Privilege parameters column then this can be
edited. Select the application privilege and click the Edit button. The Edit Privilege
Parameter dialog is presented with an extra drop-down box to select the value for

this parameter:
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Figure 223: Edit privilege parameter value

NICE Inform

Edit Privilege Parameter

v Enable privilege

Period:

2 hours -

¢ Click the OK button to continue.

7 On completion, click the Next button.

You are then presented with a summary screen showing the details you have just entered for
this profile. If you wish to change anything, click the Back button until you reach the required

panel. Otherwise, click Finish.

Editing a profile
To edit an existing profile:
In the tree pane, expand the Profiles node and select the required profile.

1
By default, the right-hand pane shows the General page:

Figure 224. General page

General
Cancel

Save

Profile name: |Dispatchers
Description: Profile giving access to Maonitor, Reconstruction and Organizer J
Profile Datails
Edit... Select all Clear all
Privilege parameters

Application privileges
Use Monitor application
Review recent calls

Time period to search

fpplications
Monitor
Reconstruction
Organizer

[] audit

[] User administration
[] Systemn Administration

4 hours

Edit the Profile name and Description using the associated text-boxes as required.

2

3 Update the Applications that will apply to this profile by checking / un-checking the
associated check-boxes as required.

4 Update the Application Privileges that will apply to this profile as required by either:

Checking / un-checking the associated check-boxes. For help regarding the different
application privileges and what they mean, see Application privileges.
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El Note: To select all application privileges click the Select All button and to
deselect all privileges, click the Clear All button.
_Or_

o  Select the required application privilege and:
a  Click the Edit button. The Edit Privilege Parameter dialog is presented:

Figure 225: Edit privilege parameter

NICE Inform

Edit Privilege Parameter

|¥ Enable privilege

b Check the Enable privilege check-box.

If there is a parameter set within the Privilege parameters column then this can be
edited. Select the application privilege and click the Edit button. The Edit Privilege
Parameter dialog is presented with an extra drop-down box to select the value for
this parameter:

Figure 226: Edit privilege parameter value

NICE Inform

Edit Privilege Parameter

v Enable privilege

Period:

2 hours -

¢ Click the OK button to continue.
5  On completion, click the Save button.

Notes:

Click the Cancel button at any stage prior to clicking the Save button to change all
settings back as they were.

Apart from the Description text-box, You CANNOT edit the details of the
Administrators profile.

=]

There is also a Users page available when editing a profile. Here you can attach a profile to a user
(see Attaching a profile to a user) and delete users from a profile (see Removing a user from a
profile).
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Deleting a profile
To delete a profile:

1 Inthe tree pane, expand the Profiles node and select the required profile for deletion.

2 In the button bar, click the Delete @ button. A disclaimer message is presented confirming
the deletion.

3 Click OK to confirm the deletion.

E Note: You CANNOT delete the Administrators profile.

4 The profile will now be deleted.

Attaching a profile to a user
To attach a profile to a user:
1 Inthe tree pane, select the All Users node and the General page is presented (by default).
2 Select the User from the Group Members table and double click.
3 Click the Profile tab and the Profile page is presented:
Figure 227: Profile page

Profile
Close Save LCancel
Attached Profile
Remove
Mame Description
Qrganizer Praofile giving full access to the Organizer application
Profile Details - Organizer
Applications Application privileges

|:| Monitor

D Reconstruction
Organizer

[ audit

] user Administration
[] system Administration

4 Click the Attach button, the Attach Profile Wizard opens at the Welcome screen. Click Next
to continue.

5 At the Select Profile screen:
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Figure 228: Attach Profile Wizard: Select Profile

NICE Inform
Attach Profile Wizard

Select Profile
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[] #dd, edit and delete incidant faldars
[] editexisting folders

[] Add and remove related materisl
Distribute incidentfolders
Editincident access privileges
Manage incident profiles

Help -

<< Back

| Cancel |

a  Select the required profile; the details for that profile are listed as read-only in the

adjacent panel.

b Oncompletion, click the Next button.

6  You are then presented with a Summary screen of the details you have just entered for this

user: If you wish to change anything, click the Back button until you reach the required

screen. Otherwise, click Finish.

7 Click the Save button. The profile will now be attached to the user.
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Removing a profile from a user
To remove a profile from a user:
1 Inthe tree pane, select the All Users node and the General page is presented (by default).
2 Select the User from the Group Members table and double click.
3 Click the Profile tab and the Profile page is presented:
Figure 229: Profile page

Profile
Close Save Lancel
Attached Profile
Remove
Name Description
Qrganizer Profile giving full access to the Organizer application
Profile Details - SQrganizer
Applications Application privileges

|:| Monitor

[] reconstruction
Organizer

[ audit

[] user administration
[] system Administration

4 Within the Attached Profile table, select the required profile to be removed from the user.
5  Click the Remove button and click OK to the resulting confirmation dialog.

6  Click the Save button.

The profile is now removed from the Attached Profiles list associated to the user.
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Application privileges

As a System Administrator, when creating or editing a profile, there are a number of application
privileges that can be set.

e  For help creating a new profile, see Creating a new profile.

e  For help editing a profile, see Editing a profile.

E Note: On some system configurations, not all features are installed. Therefore,
some application privileges will not do anything.

Each section below identifies all NICE Inform applications. All application privileges are
described as well within each section.

Table 44: Application privileges

Monitor

Application privilege

Description

Use Monitor application

Enables access to the Monitor application.

Review recent calls

Enables access to review recent calls.

Time period to search

Enables you to configure the time period (when clicking the Edit button) you
can search for recent calls.

Reconstruction

Application privilege

Description

Use Reconstruction
application.

Enables access to the Reconstruction application.

Search and playback audio
recordings

Enables the search and playback of audio recordings.

View annotations

Enables read-only access to view created annotations.

Add and view annotations

Enables access to add and view annotations.

Save and email scenarios

Enables access to save scenarios (selected recordings) from which they can
be emailed.

Print results

Enables access to the Printing Wizard.

Retrieve recordings from
removable media

Enables access to playback recordings from an off-line storage device.

Save and use public
searches

Enables access to save public searches and for access to use public
searches (including edit & delete).
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Use public saved searches

Enables only the use of a saved public search and NOT access to edit or
delete the saved search.

Save and use private
searches

Enables access to save private searches and for access to use private
searches (including edit & delete).

Use private saved searches

Enables only the use of a saved private search and NOT access to edit or
delete the saved search.

Perform Inserter table
searches

Enables access to perform an Inserter table search.

View paired secondary
resources

Enables access to change the paired results view in Timeline display and
Results Table.

Organizer

Application privilege

Description

Use Organizer application

Enables access to the Organizer application.

Playback Reconstruction
Content

Enables the playback of Reconstruction Content (using the Playback control
with the Reconstruction Content List page).

Add, edit and delete incident
folders

Enables access to create, edit and delete created incident folders.

Edit existing folders

Enables access to edit incident folders but NOT delete. If the Add, edit and
delete incident folders privilege is enabled, it over-rides this privilege.

Add and remove Related
Material

Enables access to add and remove Related Material for any incident.

Distribute incident folders

Enables access to the Distribution Wizard to distribute incidents and incident
folders.

Edit incident access
privileges

Enables changing the access privileges for the selected incident.

Manage incident profiles

Enables access to create, edit and delete Distribution Profiles.

Audit

Application privilege

Description

Use Audit application

Enables access to the Audit application.
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User Administration

Application privilege

Description

Use User Administration
application

Enables access to the User Administration application.

Add, edit and delete users

Enables access to add, edit and delete users. The user has to be a part of
the Administrators group for this privilege to be enabled.

Edit users

Enables access to edit user details but NOT delete. If the Add, edit, delete
users privilege is enabled, it over-rides this privilege.

Add, edit and delete user
groups

Enables access to add, edit and delete user groups.

Manage the contents of user
groups

Enables access to add and remove users from within user groups.

Add, edit and delete
application profiles

Enables access to create, edit and delete created application profiles. It is
NOT possible to add, edit or delete system generated profiles i.e. Organizer,
Reconstruction.

Edit application profiles

Enables access to edit existing application profiles. If the Add, edit, delete
application profiles privilege is enabled, it over-rides this privilege. It is NOT
possible to add, edit system generated profiles i.e. Organizer,
Reconstruction.

Assign and remove resource
permissions

Enables the attachment and removal of resources to user groups.

Configure password security
parameters

Enables access to change the global password security parameters.

Configure account security
parameters

Enables access to change the global account security parameters.

System Administration

Application privilege

Description

Use System Administration
application

Enables access to the System Administration application.

Add, edit and delete sites

Future feature.

Add, edit and delete Inform
servers

Enables access to edit Inform server settings. Adding and deleting Inform
servers is a future feature.
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Add, edit and delete
resource groups

Enables access to create, edit and delete resource groups.

Manage the contents of
resource groups

Enables access to edit the contents of existing Resource Groups. If the Add,
edit, delete application resource groups privilege is enabled, it over-rides this
privilege.

Add, edit and delete
recording systems

Enables access to add, edit and delete recording systems. The user has to
be a part of the Administrators group for this privilege to be enabled.

Manage backups and
schedules

Enables access to add, edit and delete backup schedules and perform one-
time & recurring backups.

Import and export resources
from/to file

Enables access to import and export resource definitions from a CSV file.
The user has to be a part of the Administrators group for this privilege to be
enabled.

Import resources from a
system

Enables the ability to import resources from a connected recording system
The user has to be a part of the Administrators group for this privilege to be
enabled.

Import License file

Enables access to import a license file.

Configure audit parameters

Enables access to edit the audit database management parameters.

Configure general server
settings

Enables access to configure all general Inform server settings.

Configure resilient Inform
servers

Enables access to configure a resilient Inform system.

Configure CLS replication

Enables access to configure CLS replication.

Use Maintenance Mode

Enables access to the Maintenance mode.

Configure EMC Centera

Enables access to configure EMC Centera connections.
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Searching

Searching for users, user groups & profiles

The User Administration search facility enables you to find users, user groups, profiles and
descriptions quickly and easily.

To use the search facility:
1 Click the Search button above the tree structure. The Search dialog box opens:
Figure 230: Search dialog

NICE Inform X
Search

Search for:

Yalserds |

W Users
¥ User groups
I Profiles

™ Include descriptions in search

2 Inthe Search text-box, type the required text; wildcard characters can be used
The following wildcard characters are supported:

e 9 for anything, e.g. WATER% will find items that contain the terms "WATER";
"waterfall", "waterproof”, etc. %WATER will find items that end in "WATER";
"freshwater", "breakwater", etc. "%WATER%" will return any item containing the term
"WATER". The '%' cannot be the only character in the term.

o ?forasingle character, e.g. "90?10" will find the terms "90110", "90210", "90310",
"90A10", etc. The question mark cannot be the only character in the term.

3 Check the required option(s): Users, User Groups, Profiles and Include descriptions in
search.

El Note: By default, one option is selected whenever the dialog opens, depending on
which entry in the tree you have selected. However, you can select more than one
option.

4 On completion, click the OK button and the Search Results page is presented displaying all
the hits associated to your search in the Results table.

Figure 231: Search results table

Name Type Description

Adrinistrators UserGroup Group containing the users with global...
all Users UserGroup Group containing all the users in the s...
CLE1 UserGraup

CLS2 UserGroup

Mon Active Users UserGroup Group containing all the users that ha...
Test UserGroup

Testl UserGraup

5  To view details, double click anywhere in the associated column in the Results table.
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Resources

Attaching resources to a user group
To attach resources to a user group:
1 Inthe tree pane, expand the All Users node and select the required user group.

2 Click the Resources tab and click the View all resources link. After a time (which depends
on how many resources are associated with the selected group), the associated resources are
listed:

Figure 232: Resources page

Resources

Save LCancel

The following resources are attached to the selected group.

Resource Permissions

Show resource pairs Remove
% MName Media type Description User group =
Z10002 Talkgroup Dispatchers

@ z-8,9-2_L:11037101_c... Radio
@ 2-8,9-3_L:11037101_c:... Radio
4000080

Dispatchers .
Dispatchers

Talkgroup Dispatchers

3 Click the Attach button.

4 The Attach Resources Wizard opens at the Welcome screen. Click Next to continue.

5  Atthe Attach Resources screen, select the resources you wish to add to the group.

Figure 233: Attach Resource Wizard: Attach Resources
NICE Inform
Attach Resources Wizard
. Attach Resources
Select the resources to attach to the user group:
{* Recording systems
(" Resource groups
Groups: Quick search:
= Racording System | Go
B £ site1
= @ MLS Audio Sust Available resources: Selected resources:
G cLsz [[Elos112_L:11027201_cio1 Add = [[5leg001_L:11037201_ci0001
Bl gl Micevision syst | ([Eles11a_i11057201_cion  add Al == [[5l9g002_L:11037201_c:i0o02
Bl vt [[Elog114_L:11037201_c:01 o [[5leg002_L:11037201_ci0003
[[Eleg115_Li110a7201_cro1 [[5leg004_L:11037201_ci0004
[[Eles11e_ti11037201_cio1 < Remove [IElesons_L:11037201_c:0005
[[Eleg117 11037201 c:o1 R [[5leg006_L:11037201_cio00e
[[Elag11s_L:11037201_cio1 = [Elegon7_L:11037201_c:0007
[Eleg119 11037201 _cio1 [[5l9g008_L:11037201_c:oo0g
[[Elag1z0_Li11037201_cron—] [Elegone_L:11037201_c:o003
TMEAL - Car Park - 12fps L » [[5l9g010_L:11037201_c:0010
«| N Rl v “| >
Help Cancel << Back Mext ==
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6  Either:

o  Click the Recording systems radio button to attach a recording system, and then select
the items you wish to add (the normal selection methods apply),

-0r-

e Click the Resource groups radio button to attach a resource group or resources from
within a group:

e To add a resource group, select the Resource Groups node in the Groups tree and
then select the items you wish to add (the normal selection methods apply).

e  To add resources from within a resource group, select the individual resource group
from the Groups tree and then select the items you wish to add (the normal selection
methods apply).

Note: The Quick Search facility enables you to find the required item(s). Enter
the required text in the box and click Go. The search will return all the items within
the node who have that text as part of their name. The search is NOT case-
sensitive.

7 Select the required resource(s) using the normal selection methods.

To add entries to the Selected resources list:

a  Highlight the required entry in the Available resources list.

b Click the Add > button; the entry is moved to the Selected resources list.
¢ Repeat for each entry required.

To remove entries from the Selected resources list:

a  Highlight the required entry in the Selected resources list.

b Click the < Remove button; the entry is moved to the Available resources list.
¢ Repeat for each entry required.

e To move all entries to the Selected resources list, click the Add All >> button.
o To move all entries to the Available resources list, click the <<Remove All button.

W/ Tip: If you wish to select all but one or two resources, click the Add All >> button
to move all resources to the Selected resources list and then remove the
resources not required.

8  On completion click Next.

E Note: You can attach a mixture of both types of resource by selecting those you
require from one type and clicking Add, then selecting from the other type and
clicking Add again.

9  You are then presented with a summary of the details you have just entered for this user group.
If you wish to change anything, click the Back button to view the Attach Resource screen.
Otherwise, click Finish.

10 Click Save. The resources will now be attached to the user group.

Note: Click the Cancel button at any stage prior to clicking the Save button to
change all settings back as they were.
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Welcome

Welcome to the NICE Inform System Administration application. This application enables
administrators to install and configure the physical NICE Inform servers, and to add labels to the
various system entities, including NLS audio systems, Resources, Inform Servers, etc.

System Administration application privileges

To perform principle activities involved within System Administration you MUST have the
required privilege allocated to you. If not, a message will pop up informing you that you do not
have the required privileges (see Application privileges section within the NICE Inform User
Administration chapter).

Navigation panel

The System Administration tree pane consists of a tree structure (%]
WhICh ShOWS =) E Recording Systems
o  Sitel - this node is for multiple sites (future feature). =
= @ MLS Audio Systerns
e Recording Systems - nodes in this section consist of: G cLs Audio systam 1
& cLs Audio System 2
e  System - the top-level node that shows all the recording B cLsz7
systems. The name is editable to give human meaning. &y cLsas

. ; o &} !@ Inform Servers
e NLS Audio Systems - a fixed node containing all the

audio systems in the system, e.g. NiceCLS, NiceLog, £ £B) Resource Groups
Storage Centers, etc. Logger Channels
Trurnptaon Fire Talk groups
o Inform Servers- a fixed node containing all the servers Police Radio
in the system. B E8) Trumpton ccTy

@ FourFive
e Resource Groups

Nodes in this section list the resource groups that have been created. A resource group can be
attached to a user to specify the resources that person has been granted access to by their
System Administrator. At the top level of this node is a fixed branch, (Logger Channels),
which, when selected, all logger channels in the system and the devices to which each one is
associated are listed. All other branches are added when the resource groups are created.

System Administration tasks

System administration is concerned solely with the installation and configuration of the system
servers, and the addition of meaningful labels to the various system entities. Selecting the various
elements in the tree structure will display an associated page in the right-hand panel that will enable
you to create a new entry or modify or delete an existing one. Creating a new entry will invoke an
associated wizard to provide a logical, step-by-step approach. See System Administration functions
for a summary of the various tasks associated with System Administration.
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Button Bar

The System Administration button bar performs the following actions:

Table 45: System Administration button bar

Button

Description

Add - enables you to add new entities (audio recorders, Inform Servers, etc.) to a
system, and to create new resource groups. The button remains inactive until you
select a node or branch that allows you to do this.

[]

Delete - deletes the current tree pane selection; you will be required to confirm the
action.

(%]

Refresh Data - updates the tree structure and any lists displayed in the right-hand
pane.

System Administration functions

The main actions involved in System Administration are:

Adding an NLS audio system - enables you to add a NICE Log System (NLS).

Editing an NLS audio system - enables you to edit an existing NICE Log System (NLS).
Deleting an NLS audio system - enables you to delete a NICE Log System (NLS).
Adding a NiceVision system - enables you to add a NiceVision system.

Editing a NiceVision system - enables you to edit an existing NiceVision system.
Deleting a NiceVision system - enables you to delete a NiceVision system.

Backing up a database - enables you to either perform a recurring or a one time backup of all
your databases on the Inform server.

Defining audit parameters - enables you to customize your audit parameters.

Adding a resource - enables you to add a NLS and NiceVision resource either automatically
or manually.

Editing and deleting an NLS resource - enables you to edit and delete an NLS resource.

Editing and deleting a NiceVision resource - enables you to edit and delete a NiceVision
resource.

Creating a resource Group - enables you to add a new resource group.
Adding a standby Inform server - enables you to configure server resiliency.

Importing licensing details - enables you to import your licensing details so you can gain
access to the NICE Inform applications that you have purchased.

Managing incident storage - enables you to manage where your incident data is stored.
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Editing site details

To edit the details of your NICE Inform site:
1 Inthe tree pane, select the Site node.
2 Click on the General tab and the General page is presented:

Figure 234: General page

General

Save Cancel
Label: |New site]
Description: Default system entity. The name and this description can be changed.
Options

W Enable maintenance mode on next login

3 change the details as required:
e Label - edit the name for the site to something more relevant to your NICE Inform site.

o  Description - edit the description for the site.

Options
The following option is available:

o Enable maintenance mode on next login - check this box and next time you log in, you can
view all maintenance resources in order to reference directly to the channels on the logger
within all resources tables.

Notes:

To be able to view maintenance resources you MUST have the required privilege
allocated to you (see Apllication privileges).

You will stay in Maintenance mode until you logout of NICE Inform. The next time
you log back in, you will NOT be able to view maintenance resources unless you
have re-ticked the box prior to logging out.

Once you have edited the details of your NICE Inform site, click the Save button.

Note: Click the Cancel button at any stage prior to clicking the Save button to
change all settings back as they were..
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Adding aresource (overview)

Before you can add a resource you first need to add either an NLS (NICE Log System) or a
NiceVision system.

e Toadd an NLS Audio system, see Adding an NLS Audio system.
e Toadd a NiceVision system, see Adding a NiceVision system.
A resource (e.g. NiceVision or NLS channel) can be added into the NICE Inform system.

There are two main methods of adding a resource:

Automatically

Invoked by the Import Resources Wizard, resources can be added automatically by either
importing from a system or from a CSV file.
There are different methods of importing resources depending on the type of resource:

e Importing NLS resources from a system (see Importing resources from a system).

o Importing NLS resources from a CSV file (see Importing NLS resources from a CSV
file).

e Importing NiceVision resources from a system (see Importing NiceVision resources from
a system).

e Importing NiceVision resources from a CSV file (see Importing NiceVision resources
from a CSV file)

Manually

A resource can be added into the NICE Inform system manually. This process differs depending on
the type of resource:

e Adding an NLS resource (see Adding an NLS resource manually).
e Adding a NiceVision resource (see Adding a NiceVision resource manually).
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NLS audio systems

The Resources page for NLS audio systems is frequently mentioned as part of the manual
instructions within this section. The Resources page looks like this:

Figure 235: Resources page (NLS audio systems)

Resources

Export... Import... Add... Edit... Delete
4 | Label Reference type Reference Pair 1=
'~|13J CH1 -test_L:11037001_C:0001_ Lol Channel 11037001,1 o
& (11037001 cioooz_ Lol Channel 11037001,2
& (11037001 _c:oo03_Lo1 Channel 11057001,3
'~1BJ _L:11037001_Cio004_ Lol Channel 110370014
& (:11037001 croo0s_ Lol Channel 110537001,5
& (11037001 _c:oo06_Lo1 Channel 11057001,6
L@J Informbog2_ L:11037001_C:0007_LO1  Channel 11037001,7
& (:11037001 crooos_ Lo Channel 11037001,8
& (:11037001_c:oo09_ Lot Channel 11037001,9
'~1BJ _Li11037001_ <0010 Lol Channel 11037001,10

Adding an NLS audio system
To add a new NLS: (NICE Log System)
1 Inthe tree pane, select the NLS Audio Systems node.
2 Inthe button bar, click the Add Data Source button and the General page is presented:
Figure 236: General page

General
Save Cancel
Lahel: |C|-53 | SoL login: sf
Metwork address: |192-153-44-25? | SQL password: Set...
Systern type: CLS -
Loggers
i | MName Network address Online storage space

3 Type in required details in the text-boxes provided:
o  Label - type a meaningful name for the data source.
e  SQL login - type the login name allocated by the System Administrator.
e Network address - type in the address of the new data source.

e  SQL password:
a  Click the Set button; the Set SQL Password dialog is presented:
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Figure 237: Set SQL password

MNICE Inform

Set SQL Password

Specify the password that will be used to access
this data source.

Password: | |

Confirm password: | |

b Type the required password in the Password text-box, and then repeat in the
Confirm password text-box.

¢ Oncompletion, click the OK button. If there are no errors, the dialog closes.

e  System type - Depending on the recorder type, click the drop-down arrow and select
either, CLS or Loggers only from the drop-down menu.

4 On completion, click the Save button; the new NLS Audio system is now shown in the tree
structure under the NLS Audio Systems node.

El Note: Click the Cancel button at any stage prior to clicking the Save button to
change all settings back as they were.
5  Repeat the process to add each NICE Log system as required.

El Note: Loggers only and CLS systems CANNOT be mixed.

Editing an NLS audio system
To edit an existing NLS: (NICE Log System)
1 Inthe tree pane, select the required device in the NLS Audio Systems node.
2 Click on the General tab and the General page is presented:

Figure 238: General page

General
Save Cancel
Label: |CLS3 | SoL lagin: sf
Metwark address: |192-153-44-121 | SGL passward: Set...
i Using replication server INFORMCLSRACLS A

Systemn type: CLS -
Loggers
i | Name Networ: address Online storage space

Logger 11037201 192.165.44.117 Awvailable 10%

3 change the details as required:
e Label - edit the name for the device.
e SQL login - edit the login name.

o Network address - edit the address of the device.
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e  SQL password:
a  Click the Set button; the Set SQL Password dialog is presented:

Figure 239: Set SQL password

NICE Inform

Set SQL Password

Specify the passwaord that will be used to access
this data source,

Password: | |

Confirm password: | |

b Change the required password in the Password text-box, and then repeat in the
Confirm password text-box.

¢ Oncompletion, click the OK button. If there are no errors, the dialog closes.

Notes:

The System type section is read only and cannot be changed.

If NICE Inform is using a CLS replication server, then you will be notified of the
server name that it is being replicated to. This is configured within the Settings
page by checking the Use as backup check-box.

4 On completion, click the Save button.

E Note: Click the Cancel button at any stage prior to clicking the Save button to
change all settings back as they were.

Logger available storage

Available logger(s) storage space is displayed within the Loggers table in the bottom section of the
General page.

E Note: Each column can be sorted in descending or ascending order by clicking
the column heading. You can also reorder the columns by dragging them to the
right location.

Table 46: Loggers table columns

Column Description

i An &icon is presented if there is an error connecting to one or more
loggers.

Name The name of the logger.

Network address The network address of the logger.

Online storage space A colored bar displaying free / backed up space on the logger as a

green bar and data not backed up as a red bar. Hover the cursor over
the bar to display a tool tip providing a percentage of free space,
amount backed up and not backed up. This is ONLY relevant to
removable media and does NOT include Storage Center data.

If it is not possible to connect to the logger then the text ‘Unavailable’
is displayed.

To update the available storage space for the logger(s), click the Refresh button.
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Deleting an NLS audio system

To delete an NLS audio system:

1 Inthe tree pane, select the NLS audio system for deletion.

2 Inthe button bar, click the Delete Data Source or Resource Group [E] button and a
confirmation message is presented.

3 Click the Yes button and the NLS audio system is removed from the tree pane.

E Note: Before deleting and removing an NLS Audio system, ensure that any

— required recordings held on the logger have been saved as incidents or as WAV
files. You will NOT be able to access the recordings if the logger has been
removed.

NLS audio servers

To view all the servers within the NLS audio system:
1 Inthe tree pane, select the NLS Audio Systems node.
2 Click on the Servers tab and the Servers page is presented:

Figure 240: Servers page

i | Label Network address System type Replication server

& cLs_Dallas 10.44.60.49 CLS REPSRYZYCLEL (in use as backup), REPSRWINCLEL
CLS_Seattle 10.44.60.45 CLS
CLS_washington 192.168.44 123 CLS

The Servers page is designed to provide an overview (in the form of a table) of all the NLS audio
servers that have been configured in NICE Inform.

Information provided in the Servers table includes:

E Note: Each column can be sorted in descending or ascending order by clicking
the column heading. You can also reorder the columns by dragging them to the
right location.

Table 47: Servers table columns

Column Description

i An &icon is presented if there is an error connecting to one or more servers.

Label The label (name) created for the server.

Network address The network address of the server.

System type The type of system i.e. CLS or Loggers only.

Replication server The name and whether this is a backup if this server has been configured to be
a replication server. For help adding a replication server, see CLS settings.
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NLS audio resources
To view resources relating to the NLS (NICE Log System):

1 Inthe tree pane, select the NLS Audio Systems node.

2 Click on the Resources tab in the right pane.

3 If the Resources page is empty, click the View all resources hyperlink to display the
resources associated to the selected node in the tree. The Resources table is now presented:

Figure 241: Resources table

*; | Recording system Label Reference type Reference Pair
CLS3 1 L:11037101_ C:0001_CLES Channel 11037101,1
CLS3 2_L:11037101_C:0002_CLS3 Channel 11037101,2
CLS3 3_L:111037101_C:0003_CLS3 Channel 11037101,3

The Resources table displays the following information:

Note: Each column can be sorted in descending or ascending order by clicking
— the column heading.You can also reorder the columns by dragging them to the

right location.

Table 48: Resource table columns

Column

Description

2

The resource type icon.

Recording System

The name of the NLS audio system

Label

The label (hame) of the resource.

Reference type

The type of reference to the underlying NLS system. This can be
AgentID, TrunkgrouplD or Channel.

Reference The reference of the underlying NLS.
Pair The label of the paired resource.
Pair priority If the resource has a pair the priority indicates whether it is the Primary

or Secondary of the pair.

Resource type

The type of resource used to categorize resources in order so that they
can be displayed correctly within the Inform applications. NLS values
are Telephony, Radio, Generic audio and Maintenance.

If (in the Resources table) you require to reference directly to the channels on the logger, then you
need maintenance mode enabled (see Editing site details).
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NLS audio settings
To make changes to the NLS (NICE Log System) audio settings:
1 Inthe tree pane, select the NLS Audio Systems node.
2 Click on the Settings tab and the Settings page is presented:
Figure 242: Settings page

Sethngs

Save Cancel

PCM Format

* A-Law ™ u-Law

The Settings page has the following configurable option:

e PCM Format
There are two PCM (Pulse Code Modulation) format types available for selection:

o A-Law

e p-Law

Select the correct PCM compounding scheme that the logging system uses.
Configuring data retention

The Data Retention feature enables you to delete any CLS data (including CLS calls, ANI/ALI data
& annotations) older than a configurable retention period.

To configure data retention:
1 Inthe tree pane, select NLS Audio Systems.
2 Click the Data Retention tab and the Data Retention page is presented:
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Figure 243: Data Retention page

Data Retention

Save Cancel

call Data Retention

Servers

Add.. Remove

i | Label Network address Deletion status
192.165.44.,122 19216844 122 Enabled

Logger Call Retention

f* Do not automatically delete calls based on age

i~ Delete calls older than 3 days

online Storage

[v Raise an alarm when the contents of the online storage has reached:
97 - % of available space
Here you can add, edit and remove any servers with the Data Retention Service installed.

Adding a new server
To add a new server:
1 Click the Add button and the Add Server dialog is presented.

Figure 244: Add server

NICE Inform

Add Server

Metwork address:
|1D.44.ED.49| | v]

Poart:
|8059 |

2 Either:
e  Click the Network address drop-down arrow and select the server from the list,

_Or_
o  Entering the IP address or hostname for the server in the text-box provided.

3 Specify the port to connect to the server in the Port text-box.
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4 Click OK and the server is added to the tree within the Servers table.

Figure 245: Servers table

Sarvers

add.. Remove

Label Netwrork Address Deletion S5tatus
192168 44,122 192,168 44,122 Enabled

5  Click Save.

The columns displayed in the Servers table are:

Note: Each column can be sorted in descending or ascending order by clicking
the column heading.You can also reorder the columns by dragging them to the
right location.

Table 49: Servers table columns

Column Description

i An & icon is displayed only if the data retention server is paused or
needs configuring.

Label The label (or name) entered for the data retention server.

Network Address The network address (or hostname) for the data retention server.

Deletion status The data retention deletion status e.g. 'enabled’ or 'paused'.

6  Select the new server (if it has not already been configured) that you have just added from the
tree within the Servers table and the Install Configuration Table dialog is presented:

Editing server data retention settings
Once the added data retention server has been saved, you can edit the server settings.

To edit the server data retention settings, select the server or instance database from the tree within
the Servers table and click the Edit button. The Edit Server dialog is presented:
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Figure 246: Edit server

NICE Inform

MNetwork address:

3

Server Status

Configuration Table Location

S0QL Instance: 1 Database:
INFORMCLSZ - nice_cls -
Settings
Retention {days): Run interval {hours): Batch size: Warning threshold:
[z0 | [ | [roooo | [so0000
[~ Pause deletion on all Instances
[~ apply to all data retention servers
Instances
Instances Instance Details
SQL Instance Database Pause Deletion Deletion status Enabled
INFORMCLSZ nice_cls |

Current table
Expired rows deleted at last run 0
Expired rows awaiting deletion i}
Last deletion time
Oldest call

Oldest ANI/ALI

Cancel

The Edit Server dialog is divided into the following sections:

El Note: The network address is grayed out and is displayed as a reference only.

Configuration Table Location

This section is only available for editing if this is the first time the data retention server is
connected to. If this is the first time, then these use the following options to set the SQL instance
and database that the server needs to point to in order to install the configuration table:

e  SQL Instance - select the SQL instance that the data retention server needs to point from the

drop-down list.

e Database - select the database on the SQL instance that the configuration table is to be
installed from the drop-down list.

EI Notes:

settings.

A table will be installed in this database within this SQL instance for configuration

If the server has previously been configured, these two options are grayed out.

Settings

This section is where you edit the settings for the data retention server. The options settings are

available:

o Retention (Days) - enter the number of days (in the associated text-box) for how long data is

kept for.

e Runinterval (hours) - enter the number of hours (in the associated text-box) for how often
the system tries to perform a deletion.

o  Batch size - enter the number (in the associated text-box) for the maximum number of calls
plus ANI/ALI records that can be deleted from any one table at one time.
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e Warning threshold - enter the warning threshold (in the associated text-box) for the number
of undeleted calls plus ANI/ALI records that when exceeded, an SNMP trap is raised.

o Pause deletion on all Instances - check this box and the data retention service is paused on
all instances on the data retention server.

o Apply to all data retention servers - check this box and all the settings you have configured
will apply to all the data retention servers.

Instances

The Instances section is primarily designed to provide a detailed read-only view of each SQL
instance connected to the data retention server.

There are two tables within this section:
e Instances table

Figure 247: Instances table

Instances
50L Instance Database Pause Deletion
INFORMCLSZ nice_cls [

The columns displayed in the Instances table are:
E Note: Each column can be sorted in descending or ascending order by clicking
the column heading.You can also reorder the columns by dragging them to the
right location.

Table 50: Instances table columns

Column Description

SQL Instance The SQL Instance name.

Database The database on the SQL instance that the configuration table is
installed on.

Pause Deletion Check the box to pause deletion on the SQL Instance.
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o Instance Details table

Figure 248: Instance Details table

Instance Details

Deletion status Enabled
Currenttable  aeeeaoo-

Expired rows deleted at last run 0

Expired rows awaiting deletion 0
Last deletion time 058/02/2008 13:10:47
Oldestcall  meeeeee-

Oldest aMIAALL 0 —eemeeee-

Once you have selected an SQL instance from the Instances table, its details are displayed in this
table. The columns displayed in the Instance Details table are:

Table 51: Instance Details table columns

Column

Description

Deletion status

The deletion status for this SQL instance e.g. 'enabled' or 'paused'.

Current table

The current call table that database rows are being deleted from.

Expired rows deleted at | How many rows (over all tables) that have been deleted during the last

last run deletion run.
Expired rows awaiting How many rows left to be deleted (from all tables) after the last deletion
deletion run.

Last deletion time

The last time a deletion run was performed.

Once you have configured all the data retention settings, click the Save button.

E Note: Click the Cancel button at any stage prior to clicking the Save button to
— change all settings back as they were.

Removing a

server or SQL instance

To remove a server or SQL instance:

1 Select the server or SQL instance from the tree within the Servers table.
2 Click the Remove button followed by the Save button.

E Note: Click the Cancel button at any stage prior to clicking the Save button to
change all settings back as they were.

Logger call retention

This section provides the functionality of being able to delete calls from the logger that are based
on age. Either select:

Do not automatically delete calls based on age - calls will NOT be automatically
deleted irrespective of how long they have been on the logger,

-0r-

Delete calls older than - enter the number of days after which calls will be deleted on the

logger by either entering the number into the available text-box or using the provided
up/down arrows.
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EI Notes:
Calls that have been on the logger for longer than the number of days set will now

get automatically deleted.
The Logger call retention section is grayed out UNLESS you are have loggers
only system configured.

Online Storage

Within this section you can set an alarm when a percentage of available space on the logger has
been reached.

Once enabled, set a percentage that when the logger reaches that percentage, a storage alarm is
raised. Set the % of available space either entering the number into the available text-box or using
the provided up/down arrows

This alarm can be viewed within the NICE Inform Audit application (see the NICE Inform Audit
chapter).

Importing NLS resources from a system
To import NLS (NICE Log System) audio resources from a system:

1 Inthe tree pane, expand the Recording Systems node and select the required NLS audio
system.

2 Click the Resources tab and the Resources page is presented.
3 Click the Import button and the Import Resources Wizard starts at the Welcome screen:
Figure 249: Import Resources Wizard: Welcome

NICE Inform

Import Resources Wizard

| Welcome to the Import Resources Wizard

This wizard will guide you through the process of importing resources.

Select method of importing resources:

@ Read the resource information from the recording system

" Read the resource inforrmation from a file

Click Mext to begin,

Newt>> | Cancel

4 Select the Read the resource information from the recording system radio button and click
the Next button.

5 At the Specify Switch Mappings screen you will see different options depending whether you
are importing resources for a CLS or Loggers only system and/or you are in Maintenance
mode.
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Figure 250: Import Resources Wizard: Specify Switch Mappings

NICE Inform 3

Import Resources Wizard

Specify Switch Mappings

Select the type of resources.

Click Import to read the resource inforrmation.

¥ Import maintenance channels

W Irmport CLS switch mappings

Switch ID Resource Type

1 Generic Audio -

Help cCancel << Back Import

6

Refer to the table below for all options that you may encounter.

Table 52: Specify switch mappings

NLS audio
system

Maintenance | Result
mode

CLS

Disabled When importing switch data, the Import CLS switch
mappings check-box is pre-selected and grayed out.
Select the predominant resource type for each switch.

CLS

enabled When importing switch data, check the Import CLS
switch mappings check-box, then select the predominant
resource type for each switch. You can also check the
Import maintenance channels check-box. This enables
logger channels to be imported so that they can be
referenced directly to the channels on the logger, which is
useful for fault-finding.

Loggers only

disabled The Specify Switch Mappings screen is not displayed,
the channels are imported automatically.

Loggers only

enabled Select the Import channels option to import the channels
for the logger. You can also check the Import
maintenance channels check-box. This enables logger
channels to be imported so that they can be referenced
directly to the channels on the logger, which is useful for
fault-finding.

E Note: The Import maintenance channels option is ONLY available if you are in

Maintenance mode (see Editing site details).

Click the Import button. The Importing Resources dialog is then presented, showing the
import progress. On completion, the Wizard Complete screen is presented, indicating if the
data was successfully imported or not.

Click the Finish button to close the wizard.
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Importing NLS resources from a CSV file
To import NLS (NICE Log System) audio resources from a CSV (Comma Separated Value) file:

1 Inthe tree pane, expand the Recording Systems node and select the required NLS audio
system.

2 Click the Resources tab and the Resources page is presented
3 Click the Import button and the Import Resources Wizard starts at the Welcome screen:
Figure 251: Import Resources Wizard: Welcome

NICE Inform 3

Import Resources Wizard

: Welcome to the Import Resources Wizard

This wizard will guide you through the process of importing resources.

Select method of importing resources:

" Read the resource information from the recording system

i+ Read the resource information from a file

Click Mext to begin,

Help Next >> | | Cancel |

4 Select the Read the resource information from a file radio button and click the Next button.

5  Atthe Select File screen, enter the location of the CSV file by either by entering the file path
or by clicking the Browse button and browsing to the location of the CSV file.
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Figure 252:

NICE Inform

Import Resources Wizard

Import Resources Wizard: Select File

| Select File W
i
Select the file containing the resource information.
Resource file:
CiDocuments and Settingshrizard\DesktopsResources file.csy | Browse ...
Click Import to read the resource information,
p— g{B)ac.k 1mpm;t P

6  Click the Import button. The Importing Resources dialog is then displayed, showing the

current progress.

7 On completion, the Wizard Complete screen is presented indicating if the data was

successfully imported or not.

8  Click the Finish button to close the wizard.

For help regarding the information displayed in the CSV file, see CSV resources file details.

Adding an NLS resource manually
To add an NLS (NICE Log System) audio resource manually:

1 Inthe tree pane, expand the Recording Systems node and select the required NLS audio

system.

2 Click the Resources tab and the Resources page is presented.
3 Click the Add button. The Add Resource dialog is presented:

Figure 253: Adding aresource

NICE Inform

Add Resource

Resource type: Telephony -

MLS reference: Agent ID -

11037101,11 |

|Dup|icate Channel 11 CLZ3 |

Label:
Paired label: ||
Pricnary: r

Help

4 Enter the following details:
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e Resource type - required so that the various applications can group resource by type
(Telephony, Radio or Generic audio).

e NLS Reference- reference to the underlying system (Channel Number or Agent ID).
Click the === button to display the Enter Resource Reference dialog:

Figure 254: Resource reference

MNICE Inform

Enter Resource Reference

Logger ID: 11037201 -

channel: |':|

Only available if the NLS Resource is set to Channel, this screen shows the logger ID for
all loggers associated to the CLS. The fields are editable so you can change the Logger
ID and Channel number details.

o  Label - a meaningful name that identifies the resource; this must be unique across all
NLS audio resources.

o Paired Label - used for parallel recording in resilient systems.

Click the === button to display Resource Selection screen where you can select the
resources to pair with:

Figure 255: Resource selection

NICE Inform 3

Resource Selection

Select the resource to pair with channel 11 CL53:

{* Recording systems

" Resource groups

Groups: Available resources: Selected resources:

= Recording Systems [I5] duplicate charnel 11 CLS1 __Add all=>
E Sital —
= @ ita 0 Add ~
= @ MLS Audio Systerns|

G cLsz

=] @ MiceWizion Systerns < Remove

@ By <= Remove all |

a  Select either:
e Recording systems - resources are listed by sites, recording systems and recorders.

-0r-
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5

Editing &
Editing

e Resource group - resources are listed in the groups set up under System
Administration.
b Select the resource to pair with using the normal selection methods:

To add an entry to the Selected resources list:
i Highlight the required entry in the Available resources list.
i Click the Add > button; the entry is moved to the Selected resources list.

To remove an entry from the Selected resources list:
[ Highlight the required entry in the Selected resources list.
i Click the < Remove button; the entry is moved to the Available resources list.

¢ Click the OK button and the paired resource will now appear within the Paired label
field in the Add Resource dialog.

Notes:

This field is not mandatory.

The resource that is being paired with has to exist before the new resource can be
added.

You CANNOT pair a new resource with one that has already been paired to a
different resource or if does not yet exist, or if it is a different resource type.

For help viewing paired results in NICE Inform Reconstruction, see Viewing paired results in
the NICE Inform Reconstruction chapter.

e Primary - this check-box becomes enabled when data is entered into the Paired label
field. If the check-box is selected, the resource being added becomes the primary resource
of the pairing; otherwise, it becomes the secondary resource and the other resource in the
pair becomes the primary.

On completion, click Add and the resources will be added.

deleting an NLS resource

To edit an existing NLS (NICE Log System) audio resource:

1

In the tree pane, expand the Recording Systems node and select the required NLS audio
system.

Click the Resources tab and the Resources page is presented.
Either:
e  Double-click the required resource,
-or-
e  Select the required resource and click the Edit button.

In both cases, the Edit Resource dialog is displayed:
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Figure 256: Edit resource

NICE Inform
Edit Resource
Resource type: Telephony -
MLS reference: Channel *  [11037101,11 |
Label: |dup|icate channel 11 CLS3 |
Paired label: | |
Pricmary: r

5  Qver type the existing entries as required:

e Resource type — required so that the various applications can group resource by type
(Telephony, Radio, Generic audio or Maintenance).

o NLS Reference — reference to the underlying system (Channel Number or Agent ID).
Click the === button to display the Enter Resource Reference dialog:

Figure 257: Resource reference

NICE Inform

Enter Resource Reference

Logger ID: 11037201 -

channel: |':'

Only available if the NLS Resource is set to Channel Number, this screen shows the
logger ID for all loggers associated to the CLS. The fields are editable so you can change
the Logger ID and Channel number details.

o Label — a meaningful name that identifies the data source; this must be unique across all
data sources.

o Paired label — used for parallel recording in resilient systems.

Click the "*==_ button to display Resource Selection screen where you can select a new
resource to pair with:
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Figure 258:

NICE Inform

Resource selection

3

Resource Selection

A

Select the resource to pair with channel 11 CLS3:

* Recording systems

" Resource groups

Groups:

Available resources: Selected resources:

] Recording Systems
2 5] site1
= @ MLS Audic Systerms|

£l gl MiceVision Systerns

DBdupIicate channel 11 CLS1 Add All ==

&dd >

G cLsz

< Remove

Bl trt

<= Remove All

4

Help Cancel

b

Cc

Select either:

e Recording systems - resources are listed by sites, recording systems and
recorders.
-Or-

e Resource group - resources are listed in the groups set up under System
Administration. For help creating resource group, see Creating a resource group.

Select the new resource to pair with using the normal selection methods:

To add an entry to the Selected resources list:
[ Highlight the required entry in the Available resources list.
i Click the Add > button; the entry is moved to the Selected resources list.

To remove an entry from the Selected resources list:
[ Highlight the required entry in the Selected resources list.
i Click the < Remove button; the entry is moved to the Available resources list.

Click the OK button and the paired resource will now appear within the Paired label
field in the Edit Resource dialog.

Notes:

This field is not mandatory.

The resource that is being paired with has to exist before the new resource can be
added.

You CANNOT pair a new resource with one that has already been paired to a
different resource or if does not yet exist, or if it is a different resource type.

For help viewing paired results in NICE Inform Reconstruction, see Viewing paired
results in the NICE Inform Reconstruction chapter.

Primary — this check-box becomes enabled when data is entered into the Paired Channel
field. If the check-box is selected, the resource being added becomes the primary source
of the pairing; otherwise, it becomes the secondary source and the other source in the pair
becomes the primary.
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6

Deleting

Click the Save button on completion. Any changes made to the NLS audio resource will now
be saved.

E Note: Editing a resource to refer to a different logger channel will affect many

operations. Make sure that all users log out and back in once the change is
complete.

To delete an existing NLS (NICE Log System) audio resource:

1
2
3

In the Recording Systems branch of the tree pane, select the required NLS audio system.
Click the Resources tab and the Resources page is presented.

Select the required resource or resources (by using Microsoft Windows standard Shift and Ctrl
methods) and click the Delete button.

When the confirmation dialog is displayed, click the Yes button to confirm the action,
otherwise click No.

Note: Before deleting and removing a resource ensure that any required voice
recordings held on the resource have been saved as incidents or WAV files. You
will NOT be able to access the recordings once the resource has been removed.

Exporting resources as a CSV file

To export a resources file in CSV (Comma Separated Value) file format:

1

5

In the tree pane, expand the Recording Systems node and select the required recording
system (e.g. NLS or NiceVision).

Click the Resources tab and the Resources page is presented.
Click the Export button.

The Save As dialog is displayed:
a  Browse to the required location.
b Type in the required File name, and ensure that the File type is set to CSV.

On completion, click the Save button. The resources will now be exported.

For help regarding the information displayed in the CSV file, see CSV resources file details.
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CLS settings

The Settings page is where you can configure CLS replication and Storage Center settings for the
NLS audio system:

1 Inthe tree pane, expand the Recording Systems node and select the required NLS audio
system.

2 Click the Settings tab and the settings page is presented:
Figure 259: Settings page

Settings
Save Cancel
Replication
Servers
Add... Remove
i | Takeover Server name Status Last known working at Last checked at
n INFORMCLSRWCLSA Active 03/08/2007 15:26:32 03/08/2007 15:26:32
N INFORMCLSRAVCLSE SEFVER .
Storage Center
P aths
Add... Edit... Remove
Local path Share path
D, “WInformSharelh,

This page is sub-divided into two sections; Replication and Storage Center:

Replication

Note: In order to configure CLS replication you MUST be licensed for CLS
~ replication. For help importing a license, see Importing licensing details.
The Replication feature allows the SQL replication to be configured for any CLS in the system.
This creates a dynamic backup of the information in the CLS (including Calls, Annotations,
Inserter records and ANI/ALI information). The backup is intended to provide a quick recovery of
historic data in a disaster situation.

E Note: The backup database and transaction log are configured to automatically

— grow without limit. If these settings are inappropriate for your site, please
configure as required using your SQL management tools once you have
configured the replication.
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Adding a new server
To add a new replication server:
1 Click the Add button and the Add server dialog is presented:
Figure 260: Add server

MICE Inform

Add Server

Available servers:
|cpu-?9|:u:u:|4| | -.]

Database path:
|D:\NICE Inform\ReplicationDatabases |

[~ Force snapshot

2 Either:
o  Click the drop-down arrow and select the required server from the Available servers list,
-or-
o Enter the host name for the server in the text-box.

Notes:
The server name is case sensitive and has to match exactly with the name that
was initially created.

If NICE Inform is using a CLS replication server, then you will be notified of the
server name that it is being replicated to.

=]

3 Inthe Database path text-box, either enter a path or leave the default settings. The default
path includes the SQL instance name to ensure that all SQL instance database paths are
unique.

Note: The Force snapshot box forces a database copy which should ONLY be
used if the original replication server was not setup recently. This check-box is
only enabled if a there is a replication server already configured.

=]

4 Click the OK button. The server (or servers) will now be shown in the Servers table (see
Servers table).

El Note: If it is required to add more servers, repeat this process.

5  Click the Save button to configure the server (or servers). A progress dialog is displayed
providing status information.

El Note: The process of configuring the server can take a considerable amount of
time.
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Servers table

Figure 261: Servers table

Seruers

Add... Remove
i | Takeover Larver name Status Last known working at Last checked at
v IMFORMCLSRYCLSA Active 03/08/2007 15:38:52 03/08/2007 15:35:52

The Servers table displays the following information:
E Note: Each column can be sorted in descending or ascending order by clicking
the column heading. You can also reorder the columns by dragging them to the
right location.

Table 53: Servers table columns

Column Description
i An &icon is presented if there is an error backing up one or more
servers.
Takeover Check this box to use this server as the backup providing archived
data. Searching for recordings will now use this location.
Note: You should ONLY check the Takeover box when your CLS has irretrievably
failed. NICE Inform will write any further annotations to this backup. Once
selected, you are presented with a disclaimer message asking you to confirm the
takeover of the master CLS and that this change CANNOT be undone. To
continue click the Yes button and to commit the change, click the Save button.
Status The status of the server i.e. whether it is active or not configured for

replication.

Last known working at The date/time when the server was last known to be working.

Last checked at The date/time when the server was last checked (polled).

Removing a server

To remove a server from the Servers table:
1 Select the required server from the Servers table.

2  Click the Remove button.

&5, Note: If performing an 'add' and ‘remove’, ensure that both steps are done
together to save time.

3 The server will now be removed from the Servers table.
4 Click the Save button.

E Note: The process of configuring the server can take a considerable amount of
time.
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Storage Center

The Storage Center section allows you to configure a path mapping (if required) that will be used
when audio is retrieved from the Storage Center.

NICE Inform requires a network share path in order to retrieve audio from the Storage Center (see
NICE Inform Installation Guide for details). If the NICE CLS database contains records linked to a
path that is local to the Storage Center then a mapping must be created in order for audio to be
successfully retrieved. For example, the Storage Center has been configured with a path:

'D:\Storage Center\Loggers Group 1\' and consequently the NICE CLS database contains records
linking to audio files such as:

'D:\Storage Center\Loggers Group
1\2007_Mar_14\SC_21022007_120701_21022007_120713_33_911.nmf'

NICE Inform must use the network share, for example \\NiceStorageCenterFiles\' which has been
created to map onto 'D:\Storage Center\'.

In this case the Local path should be entered as 'D:\Storage Center\' and the Share path should be
entered as:

\NiceStorageCenterFiles\'
NICE Inform will then link to the audio file as:

"\NiceStorageCenterFiles\Loggers
Group1\2007_Mar_14\SC_21022007_120701_21022007_120713_33 911.nmf'

Note: The path replacement only takes place from the first (left most) character
and the Local path must be matched exactly for the replacement to take place
(the checking is case insensitive).

=]

Adding a new Storage Center path
To add a new Storage Center path:
1 Click the Add button and the Add Path dialog is presented:

Figure 262: Add storage center path

NICE Inform

Add Path

Local path:

Dith, |

Share path:
wInformStoragely |

2 Enter the Local path e.g. D:\ (the path local to the Storage Center) and the Share path (the
path name on the network).

3 Click the OK button followed by the Save button.
4 The new path will now be displayed within the Paths table.
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Editing a Storage Center path

To edit an existing Storage Center path:
1 Select the required path from within the Paths table.
2 Click the Edit button and the Edit Path dialog is presented:

Figure 263: Edit storage center path

NICE Inform

Edit Path

Local path:

Share path:

|\\Infu:u rmStoragelh

Help

3 Editeither the Local path or Share path as required.
4 Click the OK button followed by the Save button.
5  The new path will now be displayed within the Paths table.

Removing a Storage Center path

To remove a Storage Center path:

1 Select the required path from within the Paths table.

2 Click the Remove button followed by the Save button.

3 The path will now be removed from the Paths table.

NiceVision systems

The Resources page for NiceVision systems is frequently mentioned as part of the manual
instructions within this section. The Resources page looks like this:

Figure 264: Resources page (NiceVision systems)

Export... Import... Add... Edit... Delete
4 | Label Reference type Reference Pair
B Car Park (10.1)_L:10776101_C:0001_... Channel 10778101,1
%M Lab PAL Corridor f10.1)_L:10776101_... Channel 10776101,2
% Lab Corridar 2 (10.1)_L:10776101_<C:... Channel 10776101,3

Chapter 7: NICE Inform System Administration

I User Guide for NICE Inform Applications

297



Adding a NiceVision system

To add a new NiceVision system:

1 Inthe tree pane, select the NiceVision Systems node.

2 In the button bar, click the Add Data Source button and the General page is presented:

Figure 265: General page
General
Save Cancel
Label: |Nic:e'\.l'isi0n cameral | sQL login: st
Metwork address: |152-158-43-17"5 | SOL password: Set...

Access account: |\"id601| |

Password: Set...

3 Type in required details in the text-boxes provided:

e Label - type a meaningful name for the device.

e  SQL login - type the login name allocated by the System Administrator.

o Network address - type in the address of the new device.

e  SQL password:

a  Click the Set button; the Set SQL Password dialog is presented:

Figure 266: Set SQL password

NICE Inform

Set SQL Password

this data source.

Specify the passward that will be used to access

Password: |

Confirmn password: |

Help

Cancel

b Type the required password in the Password text-box, and then repeat in the

Confirm password text-box.

¢ Oncompletion, click the OK button. If there are no errors, the dialog closes.

e Access account - account name to access the NiceVision data source.
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e Password:
a  Click the Set button; the Set NiceVision Password dialog is presented:

Figure 267: Set NiceVision password

MICE Inform

Set NiceVision Password

Specify the password that will be used to access
this data source.

Password: | |

Zonfirm password: | |

b Type the required password in the Password text-box, and then repeat in the
Confirm password text-box.

¢ Oncompletion, click the OK button. If there are no errors, the dialog closes.

4 On completion, click the Save button; the new NiceVision system is how shown in the tree
structure.

Note: Click the Cancel button at any stage prior to clicking the Save button to

= change all settings back as they were.

5 Repeat the process to add each NiceVision system as required.

Editing a NiceVision system
To edit an existing NiceVision system:
1 Inthe tree pane, select the required device in the NLS Audio Systems node.
2 Click on the General tab and the General page is presented:

Figure 268: General page

Save Cancel
Label: |Nice'\.l'isinn carmeral | sqL login: =f
Metwork address; |152-153-43-17"5 | QL password; Set...
Access account: |‘\"i'2|8'31| |
Password: Set...

3 change the details as required:
e Label - edit the name for the device.
e  SQL login - edit the login name.
e Network address - edit the address of the device.

e  SQL password:
a  Click the Set button; the Set SQL Password dialog is presented:
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Figure 269: Set SQL password

MNICE Inform

Set SQL Password

Specify the password that will be used to access
this data source.

Password: | |

Confirm password: | |

b Change the required password in the Password text-box, and then repeat in the
Confirm password text-box.
¢ Oncompletion, click the OK button. If there are no errors, the dialog closes.

e Access account - edit the account name.

e Password:
a  Click the Set button; the Set NiceVision Password dialog is presented:

Figure 270: Set NiceVision password

MNICE Inform

Set MiceVision Password

Zpecify the password that will be used to access
this data source.

Password: | |

Confirm password: | |

b Change the required password in the Password text-box, and then repeat in the
Confirm password text-box.
¢ Oncompletion, click the OK button. If there are no errors, the dialog closes.

4 On completion, click the Save button.

EI Note: Click the Cancel button at any stage prior to clicking the Save button to
change all settings back as they were.

Deleting a NiceVision system
To delete a NiceVision system:
1 Inthe tree pane, select the NiceVision system for deletion.
2 Inthe button bar, click the Delete Data Source or Resource Group E] button and a
confirmation message is presented.
3 Click the Yes button and the NiceVision system is removed from the tree pane.

=) Note: Before deleting and removing an NiceVision system, ensure that any
required recordings held on the logger have been saved as incidents or as NVF
files. You will NOT be able to access the recordings if the logger has been
removed.
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NiceVision servers

To view the NiceVision system server details:

1 Inthe tree pane, select the NiceVision Systems node.

2 Click on the Servers tab and the Servers page is presented:
Figure 271: Servers page

Servers

i | Label Network address System type Replication server
MiceWision 192,168 44,152 MiceWision

The Servers page is designed to provide an overview (in the form of a table) of the NiceVision
server that has been configured in NICE Inform.

Information provided in the Servers table includes:

Note: Each column can be sorted in descending or ascending order by clicking
the column heading. You can also reorder the columns by dragging them to the
right location.

Table 54: Servers table columns

Column Description

i An @icon is presented if there is an error connecting to the server.
Label The label (name) created for the server.

Network address The network address of the server..

System type The type of system i.e. NiceVision.

Replication server Not supported for this release of NICE Inform.

NiceVision resources

To view resources relating to the NiceVision System:
1 Inthe tree pane, select the NiceVision Systems node.
2 Click on the Resources tab in the right pane.

3 Ifthe Resources page is empty, click the Resources hyperlink to display the resources
associated to the selected node in the tree.

4 The Resources table is now presented:

Note: Each column can be sorted in descending or ascending order by clicking
the column heading. You can also reorder the columns by dragging them to the
right location.

Figure 272: Resources table

%y | Recording system Label Reference type Reference Pair
M MiceVision Car Park (10.1)_L:10776101_C:0001_... Channel 10776101,1
BB Micelision Lab PAL Corridor {10.1)_L:10776101_... Channel 10776101,2
B Micevision Lab Corridor 2 {10.1)_L:10776101_C:... Channel 10776101,3
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The Resources table displays the following information:

Table 55: Resources table

Column Description

€ The resource type icon.

Recording System The type of NiceVision System to which the resource belongs.

Label The label (hame) of the resource.

Reference type The type of reference to the underlying NiceVision system i.e. Channel.

Reference The reference of the underlying NiceVision system.

Pair The label of the paired resource.

Priority If the resource has a pair, the priority indicates whether it is the Primary
or Secondary of the pair.

Resource type The type of resource used for the NiceVision system (Video).

System Channel Unique reference that identifies each channel within a NiceVision
system.

Importing NiceVision resources from a system
To import NiceVision video resources from a system:

1 Inthe tree pane, expand the Recording Systems node and select the required NiceVision
system.

2 Click the Resources tab and the Resources page is presented.
3 Click the Import button and the Import Resources Wizard starts at the Welcome screen:
Figure 273: Import Resources Wizard: Welcome

NICE Inform 3

Import Resources Wizard

Welcome to the Import Resources Wizard

This wizard will guide you through the process of importing resources.

Select method of importing resources:
" Read the resource information from the recording system

" Read the resource information from a file

Click Mext to begin.

Next>> || Cancel

4 Select the Read the resource information from the recording system radio button and click
the Next button.
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5  The Importing Resources dialog is then displayed, showing the import progress. On
completion, the Wizard Complete screen is presented, indicating if the data was successfully
imported or not.

6  Click the Finish button to close the wizard.

Importing NiceVision resources from a CSV file
To import NiceVision video resources from a CSV (Comma Separated Value) file:

1 Inthe tree pane, expand the Recording Systems node and select the required NiceVision
system.

2 Click the Resources tab and the Resources page is presented.
3 Click the Import button and the Import Resources Wizard starts at the Welcome screen:
Figure 274. Import Resources Wizard: Welcome

NICE Inform 3

Import Resources Wizard

| Welcome to the Import Resources Wizard

This wizard will guide you through the process of importing resources.

Select method of importing resources:

" Read the resource information from the recording system

{* Read the resource information from a file

Click Mextto begin,

Helﬁ : Next >> Cancel

4 Select the Read the resource information from a file radio button and click the Next button.

5  Atthe Select File screen, enter the location of the CSV file by either by entering the file path
or by clicking the Browse button and browsing to the location of the CSV file.
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Figure 275: Import Resource Wizard: Select File

NICE Inform 3

Import Resources Wizard

Select File w

Select the file containing the resource information.

Resource fils:

CnDocurnents and Settingsimizard\DesktophResources file.csw

| Browse ...

Click Import to read the resource information,

| Help | <<Back | Import | Cancel |

6  Click the Import button. The Importing Resources dialog is then displayed, showing the
current progress.

7 On completion, the Wizard Complete screen is presented indicating if the data was
successfully imported or not.

8  Click the Finish button to close the wizard.
For help regarding the information displayed in the CSV file, see CSV resources file details.
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Adding a NiceVision resource manually

To add a NiceVision video resource manually:

1

2

In the Recording Systems branch of the tree pane, select the required NiceVision system and
click the Resources tab. The Resources page is presented.

Click the Add button. The Add Resource dialog is presented:

Figure 276: Add resource

MNICE Inform

Add Resource

Logger:

Channel:

Systemn Channel:

Label:

Paired label: |

Primary:

3

|1D??6101

|1

|11

|'-.-'ehi|:|e detection_L:10776101_C:0001_AMS]| |

-

Help

4

Enter the following details:

Logger - a unique reference that identifies the logger.

Channel - a unique reference (ID) that identifies each channel.

System Channel - a unique reference that identifies each channel within a NiceVision

system.

Label - a unigue meaningful name that identifies the data source.

Paired label — future feature.

Primary — related to the Paired label option (future feature).

On completion, click Add.

Editing & deleting a NiceVision resource

Editing

To edit a NiceVision video resource:

1

In the tree pane, expand the Recording Systems node and select the required NiceVision

system.

Click the Resources tab and the Resources page is presented.

Either:
Double-click the required resource,

a

b

-0r-

Select the required resource and click the Edit button.

In both cases, the Edit Resource dialog is presented:
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Figure 277: Edit resource

MNICE Inform

Edit Resource

Logosr: 10776101 |

Channel;

Systern Channel: |11 |

Label: |'\.I'EhiC|E detection_L:10776101_C:0001_MNw1 |
Baired label: | |
Pricnary: r

5  Over type the existing entries as required:

e Logger - a unique reference that identifies each logger associated to the system.
e Channel - a unique reference (ID) that identifies each channel.

e System Channel - a unique reference that identifies each channel within a NiceVision
system.

o Label - a unique meaningful name that identifies the data source.
e Paired Label — future feature.
e Primary —related to the Paired label option (future feature).

6  Click the Save button on completion.

Note: Editing a resource to refer to a different logger channel will affect many
operations. Make sure that all users log out and back in once the change is
complete.

=]

Deleting
To delete a NiceVision video resource:

1 Inthe tree pane, expand the Recording Systems node and select the required NiceVision
system.

2 Click the Resources tab and the Resources page is presented.

3 Select the required resource or resources (by using Microsoft Windows standard Shift and Ctrl
methods) and click the Delete button.

4 When the confirmation dialog is presented, click the Yes button to confirm the action,
otherwise click No.

Note: Before deleting and removing a resource ensure that any required video
recordings held on the resource have been saved as incidents or NVF files. You
will NOT be able to access the recordings once the resource has been removed.

=]
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Exporting resources as a CSV file

To export a resources file in CSV (Comma Separated Value) file format:

1

5

In the tree pane, expand the Recording Systems node and select the required recording
system (e.g. NLS or NiceVision).

Click the Resources tab and the Resources page is presented.
Click the Export button.

The Save As dialog is displayed:

a
b

Browse to the required location.
Type in the required File name, and ensure that the File type is set to CSV.

On completion, click the Save button. The resources will now be exported.

For help regarding the information displayed in the CSV file, see CSV resources file details.

CSV resources file details

When importing and exporting resources as a CSV (Comma Separated Variable) file, the details
will resemble something like the following example:

WD WN -

A

B

System Type: MicelogCls89

Fields:

Resource:
Resource:
Resource:
Resource:
Resource:
Resource:
Resource:

Resource Label
ATC 1

ATC 02

ATC 03

ATC 4

ATC 05

ATC 06a

ATC 06b

C

Resource Type
Radio
Radio
Radio
Radio
Radio
Radio
Radio

D E

Reference Type Reference

Channelld
Channelld
Channelld
Channelld
Channelld
Channelld
Channelld

LoggerlD

F

10098765
10098765
10098765
10098765
10098765
10098765 ATC 06b
10098765 ATC 06a

Pair Label

H

Priornty
Mone
Maone
Mone
IMone
Mone
Primary
Secondary

Row 1 must contain System Type information. This will either be:
NiceLogCls89 (for an NLS audio system)

-0r-

NiceVision9 (for a NiceVision system)

The next row should contain the field names as shown.

Each subsequent row defines a resource:
Resource Label - the label text for the resource.

a
b
c
d
e
f

Resource Type - permitted values are Telephony, Video, Radio or Direct.
Reference Type - permitted values are ChannellD, AgentID or TalkGrouplD.
Reference - the ID of the Channel, Agent or TalkGroup.

LoggerlID - for channel reference types only.
Pair Label - the resource label of a channel connected to the same input where paired

channels are in use.

Priority - permitted values are Primary or Secondary. Only for use where a Pair Label

has been entered.

NiceVision systems

The two columns (Reference Type and Reference are NOT applicable to NiceVision systems.

Columns that are only specific for NiceVision systems are:

Channel ID - the ID of the channel. This appears in the position where Reference Type is on

an NLS audio system.

System Channel - the ID of the NiceVision AMS system channel. This appears after the

Prio

rity column.
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Resource Groups

Creating a resource group

To create and configure a resource group:

1 Either:
o  Select the Resource Groups node in the tree (if the new group is to be a child of this
node).
_or_

e Expand the Resource Groups node in the tree pane and select the required group (if this
new group is to be the child of this node).

2 Click the New Resource Group button and the New Resource Group Wizard opens at
the Welcome screen. Click the Next button.

3 Atthe Group Name and Description screen:

Figure 278: New Resource Group Wizard: Group Name and Description

NICE Inform &3
New Resource Group Wizard
| Group Name and Description
Enter a name for the group and a brief description.
Mame: |Resource Group |
Description: This is a description for the resource group __j
 Help Cancel | | << Back | Mext>> |

a  Enter the name of the Group (mandatory).
b  Enter a Description (optional).
¢ Oncompletion, click the Next button.
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4 Atthe Attach Resources screen:
Figure 279: New Resource Group Wizard: Attach Resources

NICE Inform

Mew Resource Group Wizard

. Attach Resources
Select the resources to attach to the group.
f* Recording systems
(" Resource groups
Groups! Available resources: Selected resources:
= Recording Systems l!EI 92001_L:11037201_C:00C ~ | Add = Eg 98002_L:11037201_C:0002_
B 5] sited 19 @s008_L111037201_ci00C T [9 28002 _Li11027201_cio003_
= & MLE Audio Systems (9 98008_Li11027201_cro00C | - [9 28004_L1110237201_cio004_
G cLsz (4 28010_L:11037201_c:001 [9 28005_Li11037201_ci0005_
(1 gl Micevision Systams |3 98011_L:11037201_ci001 < Remove [9 22006_L111027201_cioo06_
= 25012 _L:11037201_<:001 - (983007_L:11037201_:0007,
@ P Eﬂ 5 o << Remove All I'!a’ = o =
(3 98013_L:111037201_c:001
[J 28014_L:11037201_c:001
|3 98015_L:11037201_c:001
[ 98016_L:11037201_c:001
4 98017_L:11037201_c:001
(4 98018_L:11037201_c:001
|3 98019_L:11037201_c:001
/4 98020_L:11037201_c:002. 7
4 | ] |4 » 4 »
Help Cancel << Back Mext ==

5  Select the resources to be added to the Group.
a  Select the required resource, either Recording Systems or Resource Groups.
b Select the resource(s) to be added using the normal selection methods.

To add entries to the Selected resources list:

i Highlight the required entry in the Available resources list.

i Click the Add > button; the entry is moved to the Selected resources list.
i Repeat for each entry required.

To remove entries from the Selected resources list:

i Highlight the required entry in the Selected resources list.

i Click the < Remove button; the entry is moved to the Available resources list.
i Repeat for each entry required.

e To move all entries to the Selected resources list, click the Add All >> button.
e To move all entries to the Available resources list, click the <<Remove All button.

y Tip: If you wish to select all but one or two resources, click the Add All >> button to move
all resources to the Selected resources list and then remove the resources not required.

¢ On completion, click the Next button.

6 You are then presented with a Summary screen of the details you have just entered for the
new resource group. If you wish to change anything, click the Back button until you reach the
required screen. Otherwise, click Finish to add the resource group.
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Editing a resource group

E Note: The Maintenance Resources group CANNOT be edited and is ONLY
displayed if Maintenance mode is enabled (see Editing site details).

To edit an existing resource group:
1 Inthe tree pane, expand the Resource Group node and select the required Resource Group.
2 Inthe right-hand pane, two tabbed pages are available for editing; the General page (default)
and the Members page. Click the tab of the page you wish to view:
General page
At the General page:

Figure 280: General page

General

Move... Save Cancel

Mare: |F‘aramedics

Description: Specialist Ambulance Service Group

3 Over type the existing Group name (if required).

4 Qver type the existing Description (if required).

5  On completion, click the Save button.
Members page

At the Members page:

Figure 281: Members page

e

Remove

% | System Label Reference type Reference Pair
ZLS1 b1o00os Talk Group 100003 100003
ZLE1 bios901i01 Talk Group 10590101 10590101
CLS3 100003 Talk Group 100003 bioooosz

1 Click the Add button to add further resources to the group.
2 Select the members to be added to the Group (optional):
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Figure 282: Resource group members

NICE Inform

Resource Group Members

Select the resources to attach to the group.

(* Recording systems

" Resource groups

Groups:

Available resources:

=l Recording Systems
B ] site1
= @ MLS Audio Systemns

G cLsz

=] @ HiceWision Systems

Gl et

(3 22004_L:11037201_« & |
|3 #8008_L:11037201 ¢
(3 #8009_L:11037201_—
(4 98011_L:11037201 _«
13 22012 Li11037201 ¢
{3 #8013_L:11037201 ¢
(3 #8014_L:11037201 ¢

Add =
add All ==

< Remove

<= Remove all

Selected resources:

(9 s2002_L:11037201_ci0
[3 #8002_L:11037201_c:in
[3 #2004_L:11037201_cin
(3 92005_L:11037201_cio
[ 22006_Liz1037201_ci0
(3 #8007_L:11037201_c:in
(3 #8010_L:11027201_ci

9 92015_L:11037201 ¢
3 22016_L:11037201 ¢
(4 92017_L:41037201 _«
(2 #8013_L:11037201 ¢
(3 #8019_L:11037201 ¢
13 22020_L:11037201 ¢
(4 22021_L:111037201_«

h EA22 11037201 T
4 | v 4] ] » «| | 3

a  Select the required source, either Recording Systems or Resource Groups.
b Select the required resources using the normal selection methods.

Help Cancel

To add entries to the Selected resources list:

i Highlight the required entry in the Available resources list.

i Click the Add > button; the entry is moved to the Selected resources list.
i Repeat for each entry required.

To remove entries from the Selected resources list:

i Highlight the required entry in the Selected resources list.

i Click the < Remove button; the entry is moved to the Available resources list.
i Repeat for each entry required.

e To move all entries to the Selected resources list, click the Add All >> button.
e To move all entries to the Available resources list, click the <<Remove All button.

w Tip: If you wish to select all but one or two resources, click the Add All >> button to move
all resources to the Selected resources list and then remove the resources not required.

¢ On completion, click the OK button.
Removing a resource
To remove a resource (or resources) from the resources group:

1 Select the required resource or resources (using Microsoft Windows standard Shift and Ctrl
methods) within the Members table.

2 Click the Remove button.

The resource or resources will now be removed.
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Moving a resource group
To move a resource group and all its sub-groups:

1 Inthe tree pane, expand the Resource Group node and select the required Resource Group
to be moved. Ensure that the General page is displayed in the right-hand pane. If not, click the
General tab.

2 Click the Move button. A dialog is presented: showing the tree structure of the resource
groups that you have the privilege to see:

Figure 283: Move resource group

NICE Inform

Mowve Group

Select the new parent group:
= l;l Resource Groups
] ©rganizer

= Note: The Maintenance Resources group CANNOT be moved and is ONLY
displayed if Maintenance mode is enabled (see Editing site details).

3 Select a group as the new parent group for the resource group you wish to move, and click the
OK button. The group and its sub-groups are all moved to the new location.

Deleting a resource group

To delete a resource group:

1 Inthe tree pane, expand the Resource Group node and select the required Resource Group
for deletion.

2 Click the Delete Data Source or Resource Group @ button. A disclaimer message is
presented confirming the deletion.

3 Click Yes to confirm the deletion.
4 The resource group will now be deleted.

Note: The Maintenance Resources group CANNOT be deleted and is ONLY
displayed if Maintenance mode is enabled (see Editing site details).
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Inform Servers

Inform server details
To view the details of the Inform server:
1 Inthe tree pane, select Inform Servers.

2 Click the Servers tab and the Servers page is presented:

Figure 284: Servers page

Lervers

i | Label Metwork address Descrption Server type
INFORM MASTER INFORMTESTZ Master Inform se... Master
Informstandbyl 192,168 44,106 Standby server 1 Standby
Informstandby INFORMTEST: Standby server 2 Standby

Details as to the Inform Server (or servers) are displayed within this table. The table displays the
following information:

E Note: Each column can be sorted in descending or ascending order by clicking
the column heading. You can also reorder the columns by dragging them to the
right location.

Table 56: Servers table columns

Column Description

i An &icon is presented if there is an error connecting to one or more Inform
servers.

Label The label (name) for the Inform server.

Network The network address of the Inform server.

Address

Description A description relating to the Inform server.

Server type The server type (Independent, Master or Standby).
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Editing Inform server details

To edit the details of the Inform server:

1 Inthe tree pane, expand the Inform Servers node and select the required Inform server.

2 The General page is now presented displaying the Inform server details:
e Label - the label (name) for the Inform server.
e Network address - the network address or network name of the Inform server.
e  Description - a description relating to the Inform server.

Figure 285: General page

Save LCancel
Server Mame: |InformServer1 |
Metwark address: |1NFORM5ERUER1 |
Description: The name and this description can be changed.

Server Resilience

Type: Master -
Folder path:
Status Details
i  Database Last backup Status
InfarmAadmin 0z/08/2007 15:25:00

Informannotation 0z/08/2007 15:25:00
Infarmaudit 02/02/2007 15:25:00

InformIncident 0z/08/2007 15:25:00

3 Edit one or more if these fields in the associated text-boxes and click the Save button.

E Note: An entry is required in each field otherwise it is not possible to make
changes to the Inform server details.

4 On completion, click the Save to commit the changes.

Note: Click the Cancel button at any stage prior to clicking the Save button to
change all settings back as they were.
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Inform server resiliency

3

Inform se

The
The

Note: In order to add a standby Inform server you MUST be licensed for Server
Resiliency. For help importing a license, see Importing licensing details.

In the tree pane, expand the Inform Servers node and select the required Inform server.

The General page is now presented displaying the Inform server details.Within the Server
Resilience section set the Type to either:

e Independent - set this Inform server to be independent (standalone) and hence removing
Inform server resiliency. Any standby servers will be removed from the Inform server
configuration,

_Or_
e  Master - set this Inform server to be the master. Once you save the Inform server as a

master, the Inform Server 2 icon within the tree pane changes to reflect that it is now the
master.

Note: For NICE Inform Organizer to operate across a resilient system, you MUST
configure Incident storage on a shared network resource (see Managing incident
storage).

When setting the Inform server as a Master, you can change the default resilience Folder
path if required although it is recommended that the default path should be used. The
folder path is where the resiliency files are stored.

Note: In order to add a standby Inform server then you have to make this server a
master. For help adding one or more standby Inform server, see Adding a standby
Inform server.

On completion, click the Save button to commit the changes.

Notes:

Click the Cancel button at any stage prior to clicking the Save button to change all
settings back as they were.

If you have changed the Inform server type, a message is presented informing
that all users will be automatically logged out from the NICE Inform server that is
being updated. All users will be unable to log back in until the server has
automatically been reconfigured and restarted. Click Yes to continue.

rver resilience status

Status Details table displays information relating to the NICE Inform server and databases.
table displays the following information:

Table 57: Status Details table columns

Column

Description

T

If the server is either uncontactable or has been misconfigured then a & icon is
presented informing you that there is a problem. If a server is contactable but if there

is an error backing one or more NICE Inform databases, the & icon is also
presented for each database that has an error.

Database

The name of the NICE Inform database.

Last Backup

The date and time that the last backup was made.

Status

Any errors occurred when either contacting the server or backing up the databases
are displayed here. If there are no errors, the column is empty. It can take a short
while before the status information is retrieved from all the Standby Inform servers.
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Inform server settings
To change the settings for the Inform server:
1 Inthe tree pane, select Inform Servers.
2 Click the Settings tab and the Settings page is presented:
Figure 286: Settings page

Save LCancel
Time Monitor
¥ Raise an audit entry when a time change event takes place on a server
Polling frequency (poll every): 2 > | Minutes
Margin of error (when polling locally): 2 X | Seconds
Margin of error {when polling over the networlk): 10 EI: Seconds
Manitored Servers
Add... Edit Remove
Label Network address 1=/
Server? WindowsServar2
Serverl 10,44, 60,34 Pz
CLSZ (Logger 11037001) 192,168.44.116 -
Check Paired Channels
™ Periodically check paired channels for matching errors
Tamper Detection
¥ Enable tarmper detection
Reset Check
i | System integrity
s
EMC Centera
Add... Edit... Remove
EMC Centera location Configuration file Storage Center
192,168.46.58 YweanfigurationFile.pea Informstarel

192,168, 47,59 “ieconfigurationFile2. pea
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The Settings page is sub-divided into the following sections:

Time Monitor

When enabled, the Time Monitor checks that the local timers on a number of systems are
progressing at the same rate of time. Here the definition of 'systems' includes the 'standard systems'
such as Inform Server, Loggers, CLS systems, CLS hosted loggers and an extra list of user defined
servers (see Monitoring Remote Microsoft Windows servers below).

At periodic intervals (specified by the Polling Frequency) the time elapsed on these systems is
compared with the time elapsed on the inform server host system. If the difference is greater than
the threshold value (the Margin of Error) an audit event is raised. You can view this audit event
within the NICE Inform Audit application.

There are a number of configurable options which (once set) will raise such an audit event once the
Time Monitor feature has been enabled:

e Polling Frequency - How often the Time Monitor checks for time discrepancies. Enter a
figure in the text box and then from the drop-down list, select either minutes or hours as
required.

e Margin of error (when polling locally) - Set the margin of error when monitoring the time
on the Inform server (locally). Enter a figure in the text box and then from the drop-down list,
select either seconds or minutes as required.

e Margin of error (when polling over the network) - Set the margin of error when monitoring
the time on anything that is coming over the network. Enter a figure in the text box and then
from the drop-down list, select either seconds or minutes as required.

Monitoring remote servers

In addition, to checking the standard servers mentioned in the Time Monitor section you can add a
custom list of Microsoft Windows servers and/or client PC's which can be monitored for time
synchronization.

This feature requires the Time Monitor feature enabled. When enabled the following options are
available to you:

Adding a server
To add a server or client PC for monitoring:
1 Click the Add button and the Add Server dialog is presented:
Figure 287: Add server

NICE Inform

Add Server

Label:

|Server1 |

Hostname:
|1|:|.44.5|:|.24 |

2 Enter the following information:

o Label - enter a name (label) for the server or client PC in the text-box provided.

Chapter 7: NICE Inform System Administration 317

I User Guide for NICE Inform Applications



e Hostname - enter the hostname or IP address for the server or client PC in the text-box
provided.

3 Click OK followed by the Save button. The server or client PC is now added in the
Monitored Servers table:

Figure 288: Monitored servers table

Monitored Servers

Add... Edit Remove

Lahbel Hostname
Serverl 10.44.60.35

SErver? windowsServer?

Notes:

Click the Cancel button at any stage prior to clicking the Save button to change all
settings back as they were.

The Monitored Servers table also shows ALL servers that are being monitored.
You CANNOT edit or remove these servers.

=]

Editing a server
To edit a server or client PC:
1 Click the Edit button and the Edit Server dialog is presented:
Figure 289: Edit server

MICE Inform

Edit Server

Label:
|Server1 |

Hostname:
|1I3.44.6EI.35 |

2 Edit the following information:

e Label - edit the name (label) for the server or client PC in the text-box provided.

e Hostname - edit the hostname or IP address for the server or client PC in the text-box
provided.

3 Click OK followed by the Save button to confirm the changes you have made.

EI Note: Click the Cancel button at any stage prior to clicking the Save button to
change all settings back as they were.

Check Paired Channels
This section provides an automated system check for matching errors between paired channels.

Enable this option by checking the Periodically check paired channels for matching errors box.
Any paired channels that do not match are displayed as an audit event within the NICE Inform
Audit application. In addition, an SNMP trap is raised.
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Tamper Detection

This section identifies potential security risks of detecting if the NICE Inform databases have been
altered and whether the code has been changed within NICE Inform.

To check for database and code tampering:

1 Enable this feature by checking the Enable tamper detection box.

2 Click the Check Button to perform the database and code tamper checks.
3 The System integrity section displays details of any detected tampering:

Figure 290: Tamper detection

Reset Check

i | System integrity
&) Code tampering detected

If any tampering has been detected an audit event is raised whereby you can view what tables
and/or what code modules have been tampered with by using the NICE Inform Audit
application.

Note: When changing a resilience environment (e.g. switching to a master
~ server), code tampering may be detected. Please review the audit event for
details.

If you have used NICE Inform Database Backup Wizard (see Backing up a database) to
backup the NICE Inform databases, then you can restore the database that has been tampered
with by using the SQL Enterprise Manager if required.

Note: Writing to any database using the NICE Inform application suite does NOT
affect this tampering check.

4 Click the Reset button to reset the tamper detection.

E Note: Clicking the Reset button does NOT repair the tampered database or code
modules.

Once the necessary changes have been made to the Settings page, click the Save button.

Note: Click the Cancel button at any stage prior to clicking the Save button to
change all settings back as they were.
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EMC Centera

If you have an EMC Centera storage device then you can configure it in this section. Once
configured, you can set it as your default storage management for all future incident storage (see
Managing incident storage (overview).

Adding an EMC Centera device
To add an EMC Centera device:
1 Click the Add button and the Add EMC Centera Connection dialog is presented:
Figure 291: Add EMC Centera connection

NICE Inform

Add EMC Centera Connection

EMC Centera location:
192,168 46.58 |

Configuration file:
|\\cunfiguratinnFiIe.pea |

¥ Use for Storage Center retrieval

|Infnrmstorel |

2 Enter the following information:

e EMC Centera location - enter the hostname or IP address for the Centera device in the
text-box provided.

e  Configuration file - enter the file path for the configuration file which has been exported
from the Centera in the text-box provided (usually a .pea file).

Note: In this text-box, you are specifying a file path that is located on the NICE
Inform server. The configuration file MUST already exist prior to adding the
Centera device.

=]

e Use for Storage Center retrieval - an optional check-box which when checked, enter the
name for the Storage Center that uses this Centera.

% Note: The Use for Storage Center retrieval option is ONLY relevant if your
system uses a Storage Center.

3 Click OK to followed by the Save button. The EMC Centera device is now added in the EMC
Centera table:

Figure 292: EMC Centeratable

EMC Centera location Configuration file Storage Center
192,168, 46,58 “weonfigurationFile.pea Informstorel
192,162.47.59 \WeonfigurationFile2.pea

192,163.47.53 \WeonfigurationFileZ.pea

Note: Click the Cancel button at any stage prior to clicking the Save button to

= change all settings back as they were.
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Editing an EMC Centera device
To edit an EMC Centera device:
1 Select the EMC Centera device from the EMC Centera table.
2 Click the Edit button and the Edit EMC Centera Connection dialog is presented:

Figure 293: Edit EMC Centera connection

NICE Inform

Edit EMC Centera Connection

EMC Centera location:
192,168.46.54| |

Configuration file:
|\\cnnfiguratiDnFiIe.pea |

v Use for Storage Center retriewval

|Infu:urrnstu:urel |

3 Edit the following information:

e EMC Centera location - edit the hostname or IP address for the Centera device in the
text-box provided.

e Configuration file - edit the file path for the configuration file which has been exported
from the Centera in the text-box provided.

e  Use for Storage Center retrieval - an optional check-box which when checked, allows
you to edit the name for the Storage Center that uses this Centera.

4 Click OK followed by the Save button to confirm the changes you have made.

El Note: Click the Cancel button at any stage prior to clicking the Save button to
change all settings back as they were.

Removing an EMC Centera device
To remove an EMC Centera device:
1 Select the EMC Centera device from the EMC Centera table.
2 Click the Remove button followed by the Save button.

Note: Click the Cancel button at any stage prior to clicking the Save button to

= change all settings back as they were.
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Adding a standby Inform server

Note: In order to add a standby Inform server you MUST be licensed for Server
Resiliency. For help importing a license, see Importing licensing details.

To add a standby Inform server:

1 Inthe tree pane, select Inform Servers.

2 Click the Add Inform Server button and the General page is presented:
Figure 294. General page

General

Add Cancel

Lahel: |Inform Standby server |

Metwork address: |INFORMSTANDBY1 |

Description: This is a standby resilient Inform server

Server Resilience

Type: Standby -
Folder path:

Status Details

i  Database Last backup Status

E Note: Before you can add a standby Inform resilient server (or servers), you must
— ensure that you have created a master Inform server. If not you will be presented
with a message informing you of this. For help setting an Inform server as a

master see Editing Inform server detalils.

3 Enter the following server information:
e Label - the label (name) for the Inform server.
e Network address - the network address or network name of the Inform server.
e  Description - a description relating to the Inform server.
4 Within the Server Resilience section, the Type option is grayed out and set to Standby.

5  Change the default resilience Folder path if required although it is recommended that the
default path should be used. The folder path is where the resiliency files are stored.

6  On completion, click the Add button to commit the changes.

Note: Click the Cancel button at any stage prior to clicking the Add button to
change all settings back as they were.

Note: When adding a standby Inform server, a message is presented informing
that all users will be automatically logged out from the NICE Inform standby server
that is being added. All users will be unable to log back in until the standby server
has automatically been reconfigured and restarted. Click Yes to continue.
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All standby Inform servers are displayed in the tree pane under the master inform server node:

Figure 295: Inform master & standby server

= E Recording Systems
B £ site1
& NLS Audio Systems
@4 NiceVision Systems
= @ Inform Servers

[#] @ Inform Ma;ter)

@ Inform Standby

Inform server resilience status

The Status Details table displays information relating to the NICE Inform databases. The table
displays the following information:

Table 58: Inform server resiliency status

Server detail Description

i If the server is either uncontactable or has been misconfigured then a &
icon is presented informing you that there is a problem. If a server is
contactable but if there is an error backing one or more NICE Inform

databases, the & icon is also presented for each database that has an

error.
Database The name of the NICE Inform database.
Last Backup The date and time that the last backup was made.
Status Any errors occurred when either contacting the server or when backing up

the databases are displayed here. If there are no errors the status column
will be empty. It can take a short while before the status information is
retrieved from all the Standby Inform servers.

Changing the role of a standby Inform server
If the master Inform server becomes unreachable then you have two options available:
Promote a standby server to a master server
To promote a standby Inform server to a master server:
1 Log into NICE Inform on the standby Inform server that you require to be the new master.
2 Inthe tree pane, expand the Inform Servers node and select the required Inform server.

3 Click the General tab and the General page is presented displaying the Inform server details:
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Figure 296: General page

Save LCancel
Server Mame: |InfnrmServer1 |
Metwaork address: |INFORMSERUER1 |
Description: The name and this description can be changed,

Server Resilience

Type: Master -
Folder path:
Status Details
i | Database Last backup Status
InformmAdmin 0z/08 /2007 15:25:00

InformmAnnotation 0z,/08 /2007 15:25:00
Informaudit 02/08/2007 15:25:00

InformIncident 0z,/08 /2007 15:25:00

4 Within the Server Resilience section set the Type to Master.

5  Change the default Folder path if required although it is recommended that the default path
should be used. The folder path is where the resiliency files are stored.

6  On completion, click the Save button to commit the changes.

Note: Click the Cancel button at any stage prior to clicking the Save button to
change all settings back as they were.

The previous master Inform server is automatically removed from the Inform server configuration.
Any additional standby servers are reconfigured as standby servers to the new master as long as
they are reachable. If unreachable then they are removed from the Inform server configuration.

Notes:

When the original master Inform server becomes reachable again, it can be
reintroduced as a resilient standby server. For help reintroducing it, see
Reintroducing the original master Inform server.

When changing a resilience environment (e.g. switching to a master server), code
tampering may be detected. Please review the audit event for details (see the
NICE Inform Audit chapter).

Resetting a standby server to an independent server
To reset a standby Inform server to an independent server:

1 Log into NICE Inform on the standby Inform server that you require to be an independent
server.

2 Inthe tree pane, expand the Inform Servers node and select the required Inform server.
Click the General tab and the General page is presented displaying the Inform server details.
Within the Server Resilience section set the Type to Independent.

g »~ W

On completion, click the Save button to commit the changes.
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Note: Click the Cancel button at any stage prior to clicking the Save button to
change all settings back as they were.

The previous master Inform server and any additional standby servers are automatically removed
from the Inform server configuration.
Reintroducing the original master Inform server

When the original master Inform server becomes reachable again, it can be reintroduced as a
resilient standby server.

E Note: In the event that the original Inform server needs rebuilding then you will
need to reinstall NICE Inform. Please refer to the NICE Inform User Guide
supplied on the NICE Inform CD-ROM for help.

To reintroduce the original Inform standby server:

1 Log into NICE Inform on the original master Inform server.

2 Inthe tree pane, expand the Inform Servers node and select the required Inform server.

3 Click the General tab and the General page is presented displaying the Inform server details.

Figure 297: General screen

General

Save Cancel
Server Name! |InfurmServer1 ‘
MNetwark address: |INFORMSERUER1 ‘
Description: The name and this description can be changed.

Server Resilience

Type: Master -
Folder path:
Status Details
i | Database Last backup Status
InformAdmin 02/08/2007 15:25:00

InformAnnotation 02/08/2007 15:25:00
InforrmAudit 02/08/2007 15:25:00

InformIncident 02/08/2007 15:25:00

4 Within the Server Resilience section set the Type to Independent.
5 Log into NICE Inform on the current master Inform server.

6  Add the original master Inform server as a Standby Inform server (see Adding a standby
Inform server).
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Deleting a standby Inform server
To delete a standby Inform server:
1 Inthe tree pane, select the required Inform standby server.

2 Click the Delete @ button.

3 A message is presented informing you that as this is a resilient standby server and after
deletion it will be configured as an independent Inform server. Click Yes to continue.

4 The standby Inform server will now be deleted.

E Note: You CANNOT delete a master or independent Inform server.

Managing Incident storage (overview)
To manage the settings for incident storage:
1 Inthe tree pane, select the Inform Servers node.

2 Click the Incident Storage tab and the Incident Storage page is presented The page is
different depending whether:

e  File sharing has been configured:

Figure 298: Incident storage page (file sharing)

Incident Storage
Save LCancel
Storage Management
System type:
File share -
Path:
DWICE InformyIncidentStorage Yerify
Storage Usage
¥ storage threshaolds
Thresholds apply to: Details
¢ Used storage space
Free space
" Rernaining storage space 51.04%
/ 4.84 GB
Warning: 5 El: GB hd
Maxirnum: |6 El: GB b
Used space
45.96%
4.64 GB
W Show rmarkers Warning Maxirum

Retention Period

[¥ Enable incident retention

Available for deletion {days); (240 -

-0r-

e EMC Centera has been configured:
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Figure 299: Incident storage page (EMC Centera)

Incident Storage
Save Cancel
Y
Storage Management
Systemn type:
EMC Centera -
Select the EMC Centera to use for incident storage:
EMC Centera location Configuration file Storage Center

v 10.44.60.48 CiZvCentera canfiguration files\configurationfile.pea  Informstarel

[T 10.44.60,48 CihvCentera configuration fileshconfigurationfilez, pea

4| >

Storage Management

In this section, what you select from the System type drop-down list depends on what incident
storage configuration options you have available to you.

Select either:

File share - for help configuring your incident storage using file share, see Managing incident
storage for file sharing.

-0r-

EMC Centera - for help configuring your incident storage using an EMC Centera device, see
Managing incident storage for EMC Centera.

Managing incident storage for file sharing

To manage incident storage for file sharing, first you need to navigate to the Incident Storage page
and select the File share option from the System type drop-down list. For help, see Managing
incident storage (overview).

1

Enter a valid file path in the Path text-box from the default. This path is where all future
incident data will be stored.

Changing the path for the incident storage enables you to create a network share on a different
device e.g. a NAS (Network Attached Storage) device and thus providing you with a dedicated
resource to store all your future incident data.

Once you have entered a valid file path, click the Verify button. This tests the path and
displays free and used space on the storage device in the pie chart below. If the path is
incorrect or unreachable, you will be presented with an error message informing you that the
verification process failed to determine storage device usage details.
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Figure 300: Incident storage pie chart

v

Details

Free space
51.04%

/ 4.54 GB

Used space
48.96%
4,64 G5B

Show markers Wrarning Maximumm

Managing

If the folder does not exist then you will be presented with a message informing you of this
and whether you wish to create the new folder. Click Yes to this message and the verification
process will complete.

If the path can not be verified, the pie chart is replaced with text informing you that the
specified path was not verified. Ensure that you enter a valid path and re-click the Verify
button.

Note: Changing the incident storage file path affects all future incident storage. It
does NOT affect existing incidents even if further recordings etc are added to an
existing incident. In this instance the incidents are still stored in the original
location to avoid splitting incidents over two or more storage locations.

incident storage usage

The Storage Usage section provides a graphical view of the free space and used space on the
incident storage device in the form of a pie chart (see above). In addition, you can set storage
thresholds in order to generate events in NICE Inform Audit and SNMP traps when a chosen
threshold has been reached.

To customize the incident storage usage:

1
2

Check the Storage thresholds box to enable the Storage Usage section.
Check the Storage thresholds box and select either:

e Used storage space - threshold will operate once predefined amount of storage space has
been used,

-0r-

e Remaining storage space - threshold will operate once a predefined amount of storage
space is left.

At the Warning section, enter a value with a corresponding measure. The options are MB
(Megabyte), GB (Gigabyte), TB (Terabyte) or % (percentage). This warning threshold is
displayed as an orange line within the pie chart once the Show markers check-box is checked.

Note: You must ensure that the warning level is either set lower than the
Maximum level when the Type option is set to Used and to a higher level when
the Type is set to Remaining.

At the Maximum section, enter a value with a corresponding measure. The options are MB
(Megabyte), GB (Gigabyte), TB (Terabyte) or % (percentage). No more data will be written to
the storage device once this maximum level has been reached. This maximum threshold is
displayed as a blue line within the pie chart once the Show markers check-box is checked.
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Note: If thresholds are not set then the incident data will be written to the storage

= location until it is full with NO threshold warnings.

5  Oncompletion, click the Save to commit the changes.

If the warning threshold is bigger than the maximum threshold or the maximum threshold is
beyond the physical size of your storage device, when clicking Save you will be presented
with a warning message informing that of this and therefore you cannot save your storage
usage threshold settings

% Note: Click the Cancel button at any stage prior to clicking the Save button to
change all settings back as they were.
Analyzing incident storage

If you require viewing just incident storage instead of overall storage on the device, then click the
Details button within the pie chart. The Progress screen is presented:

Figure 301: Incident storage progress

MICE Inform

Progress =

| = | Summary

Incident storage 259.00 MB

Q Corvplete [0 000000 00 000000000 A0 0 00000 0AR 0 0N AR AN AT

Hélp Close

All incident data below the share path is summed. The Details button only works on saved data. If
the path has been modified, the button will be grayed out.

Click the Close button to close this screen.
Setting incident retention

Within the Retention Period section, you can set the incident retention for all new incidents. This
is a global setting and therefore ANY new incident that is created will NOT be able to be deleted
before the set date once this feature is enabled.

To enable the retention period:
1 Check the Enable incident retention box.

2 Set the number of days that all incidents are available for deletion either in the text-box
provided or by using the up/down arrows.

All incidents that are created from now on CANNOT be deleted before the number of months has
elapsed. All incidents created prior to enabling this feature can be deleted but if you wish to set
incident retention these global settings will apply. They will also automatically have incident
retention enabled and their minimum availability for deletion set.

e  For help creating a new incident, see Creating a new incident within the NICE Inform
Organizer chapter.
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o  For help editing incident details, see Editing incident details within the NICE Inform

Organizer chapter.

Note: Click the Cancel button at any stage prior to clicking the Save button to

change all settings back as they were.

Managing incident storage for EMC Centera

To manage incident storage for EMC Centera, first you need to navigate to the Incident Storage
page and select the EMC Centera option from the System type drop-down list. For help, see

Managing incident storage (overview).

1 Check the box for the EMC Centera device from the EMC Centera table.

2 Click the Save button. All future incident storage will now be stored on this device.

Note: Click the Cancel button at any stage prior to clicking the Save button to

change all settings back as they were.

For help adding an EMC Centera device in to the system, see EMC Centera in the Inform server

settings section.

Defining audit parameters
To define audit parameters:
1 Inthe tree pane, select Inform Servers.
2 Click the Audit tab and the Audit page is presented:
Figure 302: Audit page

Audit
Save
Deletion Settings
[# Maximurn number of entries:  |sggon Elj
[ Maximum age of entries; 3 Days -

Audit Log Settings

[ Raise an alarm when the size of the log has reached:

EI % of available space

The Audit page is sub-divided into two sections:

Deletion Settings

Cancel

Type the required values in the following text-boxes, which determine how many audit entries are

kept in the system:

The following options are available:

e Maximum number of entries - check the box and select the maximum number of audit
entries that are kept in the system by using the provided up/down arrows.

e Maximum age of entries - check the box and select the number of days, weeks, months or
years using the up/down arrows and associated drop-down list. Any audit entries that are older

than your selection will be deleted.
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Audit Log Settings

Check the Raise an alarm when the size of the log has reached box and enter a percentage in the
corresponding % of available space text-box (default 90%).

An audit alarm will now be triggered when the log file reaches the configured percentage space.

3 Once the audit settings have been configured, click the Save button.

For help regarding checking audit events within NICE Inform Audit, see NICE Inform Audit
chapter.

Note: Click the Cancel button at any stage prior to clicking the Save button to
change all settings back as they were.
Importing licensing details

To gain access to all the NICE Inform applications that you have purchased, you need to import the
license file provided by NICE. Until you have imported the licensing details, you will only have
access to NICE User Administration and System Administration applications.

E Note: You only need to import the licensing details once per installation of NICE
= Inform.

To import licensing details:
1 Inthe tree pane, select Inform Servers.
2 Click the Licensing tab and the Licensing page is presented:

Figure 303: Licensing page

Import...

Customer name:
Sales order number:
License serial number:
License version:
License date: 01/01/0001
License state: Invalid (Expires Mever)

License Dretails

Feature Yalue Remaining

3 Click the Import button and the Import License Wizard opens at the Welcome screen. Click
Next to continue and the Select License File screen is presented:
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Figure 304: Import License Wizard: Select License File

NICE Inform 3
Import License Wizard

. Select License File w:

Select the file containing the license information.

License file:

CiwDocuments and Settings\user\DesktophTest company txt | Browse... |

| Help | cancel | | << Back | | Nent>> |

4 Either:

o Click the Browse button and locate the licensing file that has been provided to you from
NICE. Once the file has been located,

_Or_
o  Enter the path for the license file in the text-box provided.
5  Click Next and the Summary screen is presented.

6  Once you have checked the summary information, click Finish to finalize the import
procedure.

E Note: For the licensing details to take effect, you must first log out and then log
= back into NICE Inform.
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The Licensing page will now update to display the newly imported licensing details:

Figure 305: Licensing page displaying new license details

Licensing

Customer name: All applications test license

Sales order number: 121233

License serial number: 4e3324f2-9fc3-470e-bcSe-52575c301ddd
License version: 1.7

License date: 30/01/2008

License state: Valid (Expires Mewver)

Licensze Cretailz

Feature Value Remaining
Inform Server licenses 20 19
Audio channel licenses 50000 49880
Vision channel licenses 500 500
Workstation licenses 100 a9
APCO P25 Codec licensed Yes
AMBE 2400 Codec licensed Yes

Reconstruction licensed Yes
FReconstruction application licenses 100 Q9

Organizer licensed Tes
Organizer application licenses 100 a9

Monitor licensed Yes
Monitor application licenses 100 a9
Rewview recent calls Tes

User administration licensed Tes

Systemn Administration licensed Tes
Configure server resilience Tes
Caonfigure CLE replication Ves

Audit licensed Yes

Information displayed includes:

Table 59: License information

License information Description

Customer name The name of the customer for the license.

Sales order number The number provided by NICE as part of your order.
License serial The unique license serial number.

number

License version The version of the license.

License date The date that the license was generated.
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License state

The license state. The state is either:
Valid (the license state is valid).

Invalid (the license state is invalid - see Invalid license details
section below).

Partially valid (one feature is overdrawn rendering the license to
enter the grace period).

Expired (the license state is expired).

The License Details table provides a break down of the licensing information features

(applications and resources). Information here includes:
Table 60: License details
License detail Description
column
Feature The name of the licensed feature.
Value Yes/No (if license is enabled/disabled) or a number value (the maximum
number of licenses which can be assigned to users or resources).
Remaining The available number of licenses/resources left. If this is a negative figure
then you have exceeded all your available licenses and therefore you are
in a grace period.
Grace period

When one or more of the license parameters has been exceeded, the license remains valid but
enters a grace period. This permits you to use those exceeded licenses for the duration of the grace

perio

d.

When the grace period ends the license reverts back to its original parameters.

For more information regarding the grace period see License information in the Getting started
chapter.

Invalid lic

ense details

There are two potential instances whereby the licensing details can become invalid:

1 If the license file has been edited or is corrupt. In this instance when uploading the file using
the Import License Wizard you will be presented a license invalid error message:

Figure 306: Error importing license

NICE Inform

Error Importing License

' The license checlksum is invalid.
. Please ensure the license file has not been maodified.

2

If the license file within Inform has been edited or is corrupt. In this instance when you log in

to NICE Inform the following invalid license message will be presented:
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Figure 307: License is not valid

MNICE Inform

License for ACME.com

' The current license is not valid,
» Please import & walid one using System Adrministration.

This message will only be seen by a NICE Inform administrator with User or System
Administration permissions.

For further details regarding licensing information see Licensing information in the Getting started
chapter.

Chapter 7: NICE Inform System Administration 335

I User Guide for NICE Inform Applications



Database Backups

Backing up a Database

NICE Inform allows all configuration and audit data on the Inform server to be backed up through
the backup utility in the System Administration Interface. The backup devices available are those
setup in Microsoft SQL Server™ 2000 or 2005. By navigating the tree, you can view any backups
that exist on each device. A backup device is created during the installation of NICE Inform. The
device is called 'NICEInformDefaultBackup' and is located on the same drive as the NICE Inform
databases.

E Note: Tape backups have to be queried to show the contents, which might take
= some time.

There are two types of backup available: Recurring and One time; both are invoked from the

Backup Wizard:
1 Inthe tree pane, expand the Inform Servers node and then expand the required Inform
server.

2 Select the Database Backups node.
3 The Backup Schedules pane is displayed in the right-hand pane. Click the Backup button.

4 The NICE Inform Database Backup Wizard opens at the Welcome screen. Click Next to
continue.

5  Select the required method, either:
e Recurring (see Creating a recurring database backup)
_Or_

e  One time (see Creating a one time database backup)
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Creating a one time database backup

For help with the initial steps of the NICE Inform Database Backup Wizard, see Backing up a
database.

To set up a one time backup using the Database Backup wizard:
1 From the Select Type of Backup screen select One time backup of selected databases:
Figure 308: NICE Inform Database Backup Wizard: Select Type of Backup

NICE Inform

NICE Inform Database Backup Wizard

Select Type of Backup W

Select the type of backup to perform,

* one time backup of selected databases

" Schedule recurring backup of all databases

Help - ,gq_-l}:a;k L\]é&t}é e

2 Click Next to continue.
3 Select the Inform Databases you require to be backed-up from the Select Databases screen:
Figure 309: NICE Inform Database Backup Wizard: Select Databases

NICE Inform

NICE Inform Database Backup Wizard

E Select Databases W

Select the databases to backup.

Mote: All selected databases will be appended to the same media.

Available fields: Selected fields:
ﬂd_d > || InformaAdmin
e = InformAnnotation
| Add all == | | informaudit

Informlncident
| = Remove |

| == Remove all |

| Help | | tancel || <<Back | | Next>> |
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4 Select the databases to be added to the backup using the normal selection methods:
To add databases to the Selected fields list:

a
b
c

Highlight the required entry in the Available fields list.
Click the Add > button; the entry is moved to the Selected fields list.
Repeat for each entry required.

To remove entries from the Selected fields list;

a
b
c

Highlight the required entry in the Selected fields list.
Click the < Remove button; the entry is moved to the Available fields list.
Repeat for each entry required.

To move all entries to the Selected fields list, click the Add All >> button.

To move all entries to the Available fields list, click the <<Remove All button.

g Tip: If you wish to select all but one or two entries, click the Add All >> button to move all
entries to the Selected fields list and then remove the items not required.

5  The Inform Databases are:

InformAdmin — the server configuration.
InformAnnotation - the annotations from Reconstruction.
InformAudit — the server Audit logs.

InformIncident — the Incidents from Organizer.

You can select any combination you wish; by default, all are selected.

6  Click Next to continue.

7 Atthe Backup Name and Description screen:

Figure 310: NICE Inform Database Backup Wizard: Backup Name and Description

NICE Inform

NICE Inform Database Backup Wizard

Backup Name and Description

Enter a name for the backup and a brief description.

Mame:

Description: |This is a description for the backup |

|New backup |

Help

cancel =< Back  Mext>=>

8  Type a meaningful name and description for the backup in the text-boxes provided. Click

Next to continue.
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E Note: Both fields are mandatory.
=

9 At the Select Destination screen, select the required device for storing the backup from the
drop-down list. The backup device path will change to reflect this device and all the backups
associated to this device are listed in the table below (apart from tape backup devices).

Figure 311: NICE Inform Database Backup Wizard: Select Destination

NICE Inform

NICE Inform Database Backup Wizard

Select Destination

Select the destination of the backup.

Mote: Existing media will be overwritten,

Backup device: ReconBackupD.evic:e [

Backup device path:  |CWProgram Files\Microsoft SOL ServeryMSSQLBACKUP ReconBackupDevice BAK

Backup device contents {not shown for removable media):

Backup name Database Date Description Size

I'\.Iev.\l. backup . IHfﬁrn%Ad;-nin 0.9.-".05.-"200? Thls is :a d:esc:ription for the bac... 314 MB

Mew backup InformAnnotation  09/05/2007 This is a description for the bac... 2.26 MB

Mew backup Informaudit 09/05/2007 This is a description for the bac... 2.51 MB

Mew backup InformIncident 09/05/2007 This is & description for the bac... 2.3 MB

Help : =< B_al:k_ _I}le:_-ct }}i Cancel

10 Select the required device for storing the backup from the drop-down list. The backup device
path will change to reflect this device and all the backups associated to this device are listed in
the table below (apart from tape backup devices).

E Note: To create an available backup device, refer to your Microsoft SQL Server
= documentation.

11 Click Next to continue.
12 At the Summary screen All the backup details are summarized:

13 Click Finish to continue and click OK to the resulting confirmation message, or click Back to
go back to the relevant screen to change any of the details.

Notes:

You can view the details of the backup from the Database Backups node of the
tree pane.

The backup will be appended to the end of the backup device.
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Creating a recurring (scheduled) database backup

For help with the initial steps of the NICE Inform Database Backup Wizard, see Backing up a
database.

To set up a recurring backup schedule using the Database Backup wizard:
1 From the Select Type of Backup screen, select Schedule recurring backup of all databases:
Figure 312: NICE Inform Database Backup Wizard: Select Type of Backup

NICE Inform [EI

NICE Inform Database Backup wizard

é Select Type of Backup W

Select the type of backup to perform.

" Qne time backup of selected databases

* Schedule recurring backup of all databases

| Help | 2= Back | | Newt>> | | Cancel |

2 Click Next to continue.

3 Atthe Select Destination screen, select the required device for storing the backup from the
drop-down list:

Figure 313: NICE Inform Database Backup Wizard: Select Destination

NICE Inform X

NICE Inform Database Backup Wizard

Select Destination W

Select the destination of the backup.

Mote: Existing redia will be overwritten,

Backup device: ReconBackupDevice L=l

Backup device path:  |Ci%Program Files\Microsoft SQL Server\MSEQL\BACKUP\ReconBackupDevice BAK

Backup device contents (not shown for removable media):

Backup name | Database | Date | Description | Size
Mew backup Info;’.l;n_.;dmln 09/05/2007 T-hi;_lé :amci;scrlptmn for the bac... 3.1;1 MB
Mew backup Informannotation  09/05/2007 This is a description for the bac... 2.26 MB
Mew backup Informaudit 09/05/2007 This is a description for the bac... 2.51 MB
Mew backup Informincident 09/05/2007 This is a description for the bac,.. 2.83 MB
| Help | «<Back | | Newt>> | Cancel |
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4 The backup device path will change to reflect this device and all the backups associated to this
device are listed in the table below (apart from tape backup devices).

E Note: To create an available backup device, refer to your Microsoft SQL Server
= documentation.

5  Click Next to continue.

6  Atthe Scheduling screen:

Figure 314: NICE Inform Database Backup Wizard: Scheduling

NICE Inform
NICE Inform Database Backup Wizard
| Scheduling
Select the schedule for the backup.
Occurs
= Daily
& Weekly Ewery Sunday [+ |
" Monthly on the [1 . 'I. of each ranth
Time
Help T T e ——)

a  Set the required periodicity for the schedule, either:

o Daily

o Weekly
-or-

e Monthly

b Set the required Backup time.
c  Setthe required End date (if required).
d  On completion, click the Next button.
7 Atthe Summary screen, all the backup details are summarized. Click Finish to continue (and

click OK to the resulting confirmation message), or click Back to go back to the relevant
screen to change any of the details.

El Notes:
You can view the details from the Database Backups node of the tree pane.

Only one schedule can exist at any one time. If the wizard is used again to select
the recurring option, the existing schedule will be replaced.

The backup will be appended to the end of the backup device.
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Deleting a scheduled (recurring) database backup
To delete a scheduled backup:
1 Within the Backup Schedules pane, select the scheduled backup to be deleted.
2 Click the Delete button.
The scheduled backup will now be deleted.
Restoring a backup

You can restore a backup once you have performed a backup using the NICE Inform Backup
Wizard by using the SQL Enterprise Manager.
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Glossary

Icons

All icons that appear in the NICE Inform application suite are displayed in the following table. The
table is broken down into separate sections corresponding to each application that uses at least one
icon. It displays each icon, its name and a brief description.

There is a common icon section at the end of the table for all icons that appear in more than one
NICE Inform application.

Any icons that appear within the Reconstruction Content area of NICE Inform Organizer are only
displayed in the Reconstruction section of this table. Similarly, any icons that appear in the Results
table and Timeline Display within the Recent Calls panel (NICE Inform Monitor application) are
also ONLY displayed in the Reconstruction section of this table.

Any button icon that has a tool tip is not displayed within this table.

Table 61: Icon glossary

Monitor
Icon Name Description
-------------- No activity Displayed when there is no activity on a resource.
ol lt- Activity not monitored Displayed when there is activity on a resource but is not being
monitored.
ol Activity monitored Displayed when there is activity on a resource and it is being
monitored.
Reconstruction
Icon Name Description
L] Video event / recording A triggered video event / recording e.g. a detected intruder.
L Multiple video event / Multiple video events / recording of the same type
recording (supplementary triggers).
. Standard event A standard radio system event.
&+ Emergency event An emergency radio system event.
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ANI / ALI record

An ANI / ALI record that is associated with that call.

Unassociated ANI / ALI
record

An ALI / ALI record that cannot be associated with a call.

Duplex radio recording

Full duplex radio recording.

o

Playing

Playing the selected recording.

v Transferred to client Transferred recording to client PC.

& Online audio Online audio recording on a logger hard disk.

l@“’ Online video Online video recording on a logger hard disk.

El¥ Online Recording is located on the NICE Storage Center.

&=y Nearline Removable media that is currently in a logger media drive in
‘retrieval’ mode.

wh Partial audio Some of the audio is not available.

Retrieval in progress Recording currently in the process of being transferred from
removable media to a logger hard disk drive.

Ey" Offline Recording on removable media that is not in a logger media
drive in ‘retrieval’ mode.

FFR Emergency call The call is an emergency call

x Unplayable There is no audio or video recording available.

0 Resource type The resource type column header within the Results table.

i Recording location type The recording location type column header within the Results
table.

3 Annotation type The annotation type column header within the Results table.

fr Bookmark Annotation with no text, speech etc.
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p* Voice only Voice only annotation.

= Text only Text only annotation.

F= Image only Image only annotation.

FE Voice and text Voice and text annotation.

P‘fﬁ Voice and image Voice and image annotation.

(2= Image and text Image and text annotation.

Fy Multimedia Any annotation that has more than 2 media types i.e. Image,
voice, and text).

B Paired resource Indicating that the 2 resources are paired (linked together).

No annotation No recordings selected or if recordings that are selected have
no saved annotations, when opening the Annotation panel.
No video to display Accessories window has been assigned a video source but the

video is not being displayed.
Organizer

Icon Name Description

v Item added Item successfully added to the incident.

x Item not available Item was not added to the incident.

=] Folder Any folder icon (apart from draft and sealed distribution folders)
i.e. Incident folder.

BB Draft distribution Draft distribution folder icon.

i Sealed distribution Sealed distribution folder icon.

User Administration
Icon Name Description
I8 Organization Organization node in the tree pane for changing system

security.
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a7} Users Users node in the tree pane providing access to users, user
groups and non active users.

& Profiles Profiles node in the tree pane.

) Profile Profile node in the tree pane providing access to individual
application profiles.

= Search results Node in the tree pane where search results are displayed.

User

NICE Inform user.

Non active user

A user that is no longer active in the system.

o User manager NICE Inform user has manager status within the group.
System Administration

Icon Name Description

Recording system Recording system node in the tree pane.

Sites Sites node in the tree pane.

=T NLS audio system NLS audio system node in the tree pane.

= NiceVision system NiceVision system node in the tree pane.

B NICE Inform servers NICE Inform servers node in the tree pane.

&= NICE Inform master NICE Inform master server node in the tree pane.

server

]

NICE Inform logged in
server

NICE Inform server that the user is currently logged in to (in a
resilient system only).

]

Database backups

Database backups node in the tree pane.

Database backup

Individual database backup node in the tree pane.

[T
Il

Resource groups

Resource groups node in the tree pane.
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Common icons

Icon Name Description

qf Volume & balance Invokes the volume and balance control.

g Telephony Agent A telephony agent resource.

[5] Telephony channel / A telephone call recording type icon or a telephone channel

telephone call

resource type icon.
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Shortcut keys

There are a number of shortcut keys (or accelerator keys) provided to aid in your experience whilst
using the NICE Inform™ application suite.

The table below details each shortcut name and its function.

Table 62: Shortcut keys

Shortcut name Function
Play/Pause Shift + Space
Stop Ctrl + 1

Skip back Ctrl +J

Skip forward Ctrl + K
Rewind Ctrl + <

Fast forward Ctrl + >

Speed x1 Ctrl + Shift + N

Speed faster

Ctrl + Shift + G

Speed slower

Ctrl + Shift+ S

AGC on/off Ctrl + Shift + A
Date & time output on/off Ctrl+T
Skip silence on/off Ctrl+ O
Loop on/off Ctrl + L
Select all Ctrl + A
Show Annotation dialog Ctrl + B

Increase overall volume by 10%

Ctrl + + (plus sign)

Decrease overall volume by 10%

Ctrl + - (Minus sign)

Zoom in by one setting

Ctrl + [

Zoom out by one setting

Ctrl +]
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Audit events

The list below details each audit event that is generated when you are using NICE Inform.

It also relates each audit event to the NICE Inform application it was generated from and provides
an associated description.

Audit events are displayed in the Results table (see the Results table section within the NICE
Inform Audit chapter).

Table 63: Audit events

Audit event name

NICE Inform
application

Description

Account policy updated

User Administration

User updated (at the Organization level) either
password, security or workstation settings.

Annotation image Reconstruction User updated an image annotation on a

updated resource.

Annotation text updated Reconstruction User updated a text annotation on a resource.

Attachment added Organizer User attached a Related Material file (or files) to
an incident folder.

Audio file saved Reconstruction User saved an audio file.

Audio resource added System User manually added an NLS audio resource

Administration

Audio resources imported

System
Administration

User imported NLS audio resources from either a
system or from a CSV file.

Audit process started

Not applicable

The audit process has started (Inform Service
has started).

Audit process stopped

Not applicable

The audit process has stopped (Inform Service
has stopped).

Audit settings updated

System
Administration

User updated the audit log settings.

Bookmark added Reconstruction User added a bookmark annotation on a
resource.
Call deletion settings System User changed the logger call data retention

updated

Administration

setting.

CLS replication added

System
Administration

User added a CLS replication server from within
the CLS Settings page.

CLS replication deleted

System
Administration

User deleted a CLS replication server from within
the CLS Settings page.

CLS replication updated

System
Administration

User updated a CLS replication server from
within the CLS Settings page.

Code base changed

System
Administration

Underlying system files have been tampered with
and are displayed on the Inform Server Settings
page. This could be caused by Microsoft
Windows system file updates. Please contact
your NICE Inform System Administrator.
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Code checksum
accepted

System
Administration

User has accepted any tamper detection on the
Inform Server Settings page.

Database backup
performed

System
Administration

User performed a one time database backup.

Database backup
scheduled

System
Administration

User performed a recurring database backup.

Database backup
schedule deleted

System
Administration

User deleted a scheduled database backup.

Data retention server
added

System
Administration

User added a new data retention sever.

Data retention server
configuration installed

System
Administration

User set the SQL instance and database for the
configuration table on the data retention server.

Data retention server
removed

System
Administration

User removed a data retention server.

Data retention server
updated

System
Administration

User edited the data retention server.

EMC Centera added

System
Administration

User added an EMC Centera device.

EMC Centera deleted

System
Administration

User removed an EMC Centera device.

EMC Centera updated

System
Administration

User edited an EMC Centera device.

Failed login attempt

User Administration

User tried to log in to NICE Inform and there was
a password mismatch.

Failed login attempt
known

User Administration

User tried to log in to NICE Inform with an
account that does not exist in the system.

General server settings
updated

System
Administration

User edited NICE Inform server settings.

Incident Management
Storage settings updated

System
Administration

User updated incident storage settings.

Image annotation added Reconstruction User added an image annotation on a video
resource.

Incident added Organizer User created a new incident.

Incident deleted Organizer User deleted an incident.

Incident exported Organizer User exported an incident.

Incident file item altered Organizer A file in an incident folder has been tampered
with.

Incident folder added Organizer User created a new incident folder

Incident folder deleted Organizer User deleted an incident folder.

Incident folder updated Organizer User edited the details of an incident folder.
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Incident imported Organizer User imported an incident.

Incident item removed Organizer User deleted either a Related Material item or

from folder Reconstruction Content from an incident folder or
draft incident folder.

Incident security added Organizer User has been granted access privileges for an
incident.

Incident security deleted Organizer User has had access privileges removed from an
incident.

Incident security updated Organizer User has had their access privileges updated for
an incident.

Incident updated Organizer User edited the details of an incident.

Incident storage System The incident storage has reached its maximum

maximum level

Administration

threshold level as configured within the Incident
Storage page.

Incident storage warning
level

System
Administration

The incident storage has reached its warning
threshold level as configured within the Incident
Storage page.

Inform server settings
updated

System
Administration

User edited NICE Inform server settings.

Label of a time monitored
remote windows server
changed

System
Administration

User edited a time monitor server for time
synchronization using the Inform Server Settings

page.

License expired

System
Administration

The license for NICE Inform has expired for a
user.

License grace period
activated

System
Administration

The license grace period has been activated as
one or more of the license parameters has been
exceeded.

License grace period
deactivated

System
Administration

The license grace period has been deactivated.
The license reverts back to its original
parameters.

License grace period
expired

System
Administration

The license grace period has expired.

License imported

System
Administration

User imported a license to gain access to the
purchased NICE Inform applications.

Live monitoring

Monitor

A user is monitoring a live channel.

Logger call deletion
settings updated

System
Administration

New data retention settings have been applied to
the specified logger.

Logger online storage
available acceptable

System
Administration

The available online storage has risen above the
warning level set when configuring data
retention.

Logger online storage
available low

System
Administration

The available online storage is below the warning
level set when configuring data retention.

Login session expired

User Administration

The time taken for the NICE Inform server to
remove knowledge of the login session if the
NICE Inform client PC failed to logout correctly,
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as configured either within the Security page.

Multimedia annotation Reconstruction User added a multimedia annotation to a

added resource.

Multimedia annotation Reconstruction User updated a multimedia annotation to a

updated resource.

NICE Inform server System A standby NICE Inform server has been added.

added Administration

NICE Inform server System A standby NICE Inform server has been deleted.

deleted Administration

NICE Inform server System User edited the details for the NICE Inform

updated Administration server.

Paired channel checking Not applicable Paired channel checking has failed because

failure channel pairs are inconsistent.

Paired channel checking Not applicable Checking of paired channels has started.

started

Paired channel checking Not applicable Checking of paired channels has stopped.

stopped

Paired channel checking Not applicable Checking of paired channels has failed because

time synchronization logger times are different.

failure

Playback started Reconstruction User played back a recording in Reconstruction
or embedded Reconstruction in Organizer.

Profile added User Administration | User created a new profile.

Profile application User Administration | User edited an existing profile by

privileges updated adding/removing application privileges.

Profile deleted User Administration | User deleted a profile.

Profile updated User Administration | User edited a profile by updating the profile name
and/or profile description.

Profile users added User Administration | User attached a user to a profile.

Profile users removed User Administration | User removed a user from a profile.

Recording system added System User added either an NLS audio system or a

Administration NiceVision system.

Recording system System User deleted either an NLS audio system or a

deleted Administration NiceVision system.

Recording system System User edited the settings for either an NLS audio

updated Administration system or a NiceVision system.

Removed user as user User Administration | User has been removed as a user group

group manager manager configured when editing a user group.

Resilience status error Not applicable The error on the Master Inform resilient server

cleared has cleared.

Resilience status error Not applicable An error has been detected on the Master Inform

detected on a server resilient server.
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Resource deleted

System
Administration

User deleted a NLS resource or a NiceVision
resource.

Resource group added

System
Administration

User created a resource group.

Resource group deleted

System
Administration

User deleted a resource group.

Resource group
members added

System
Administration

User added resources to a resource group when
creating a resource group or by attaching
resources to an existing resource group using
the Members page.

Resource group
members removed

System
Administration

User removed resources from a resource group
using the Members page.

Resource groups added
to user group

User Administration

User attached a resource group to a user group
when creating a new user group or by attaching
resources to an existing user group.

Resource groups
removed from user group

User Administration

User removed a resource group from a user
group using the Resources page.

Resource group updated

System
Administration

User edited a resource group by updating the
resource group name and/or description.

Resources added to user
group

User Administration

User attached resources to a user group when
creating a new user group or by attaching
resources to an existing user group.

Resources removed from
user group

User Administration

User removed resources from a user group using
the Resources page.

Resource updated

System
Administration

User edited a NLS resource or a NiceVision
resource.

Scenario saved Reconstruction User saved a scenario.

Seal distribution folder Organizer an incident or incident folder was sealed when a
user performed a distribution using the
Distribution Wizard.

Search deleted Reconstruction User deleted a saved search.

Search renamed Reconstruction User renamed a saved search.

Search saved Reconstruction User saved a simple or advanced search.

Security data tamper System User checked for data tampering on the Inform

detection on demand
check

Administration

Server Settings page.

Security data tamper
detection started

System
Administration

The data tamper detection process has started.

Security data tamper
detection stopped

System
Administration

The data tamper detection process has stopped.

Security data tampering
detected

System
Administration

Security data has been tampered with.

Set user as user group
manager

User Administration

User has been set as a user group manager
configured when editing a user group.
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Speech added to Reconstruction User added voice to an existing annotation.
annotation

Speech annotation added | Reconstruction User added a voice annotation.

Storage Center paths System User added a Storage Center path to retrieve

added

Administration

audio from the Storage Center using the NLS
audio systems Settings page.

Storage Center paths
deleted

System
Administration

User deleted a storage Center path using the
NLS audio systems Settings page.

Storage Center paths
updated

System
Administration

User edited the Storage Center path using the
NLS audio systems Settings page.

Text annotation added

Reconstruction

User added a text annotation on a resource.

Time changed on an
AMS server

System
Administration

The time on the AMS has changed beyond the
margin of error when polling over the network as
configured on the Inform server Settings page.

Time changed on an CLS
server

System
Administration

The time on the CLS has changed beyond the
margin of error when polling over the network as
configured on the Inform server Settings page.

Time changed on logger

System
Administration

The time on the Logger has changed beyond the
margin of error when polling over the network as
configured on the Inform server Settings page.

Time changed on a
remote windows server

System
Administration

The time on the remote Microsoft Windows
server has changed beyond the margin of error
when polling over the network as configured on
the Inform server Settings page.

Time changed on server

System
Administration

The time on the NICE Inform server has changed
beyond the margin of error when locally as
configured on the Inform server Settings page.

Time monitored remote
windows server added

System
Administration

User added a time monitor server for time
synchronization using the Inform Server Settings

page.

Time monitored remote
windows server deleted

System
Administration

User deleted a time monitor server for time
synchronization using the Inform Server Settings

page.

Unsigned assembly
loaded

System
Administration

An signed DLL has been tampered with and are
displayed on the Inform Server Settings page.

User added

User Administration

User added a new user to the NICE Inform
system.

User updated

User Administration

User edited details of a NICE Inform user.

User account deleted

User Administration

A user account has been deleted.

User group added

User Administration

User created a new user group.

User group deleted

User Administration

User deleted a user group.

User group updated

User Administration

User edited the details of a user group by
updating the group name and/or description.
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User logged in

Not applicable

User logged into NICE Inform.

User logged out

Not applicable

User logged out of NICE Inform.

User logged out
automatically

User Administration

User has been logged out of NICE Inform
automatically as configured either within the
Inform User page or at an Organization level
within the Security page.

User password changed

User Administration

User changed their password upon logging into
NICE Inform as set in the Inform User page.

Users added to user
group

User Administration

A user has been added to a user group.

User account disabled

User Administration

A user account has been disabled as the user
entered his/her password incorrectly too many
times as set in the Security page.

User account enabled

User Administration

A user account has been reactivated after a pre-
defined time period as set in the Security page.

Users assigned to
workstation

User Administration

A user has been assigned to a workstation.

Users removed from user
group

User Administration

A User has been removed from a user group by
editing the details of a user group.

Users removed from
workstation

User Administration

A user has been removed from a workstation.

Video file saved

Reconstruction

User saved a video file.

Video resource added

System
Administration

User manually added a NiceVision resource.

Video resources imported

System
Administration

User imported NiceVision resources either from a
system or from a CSV file.

Voice playback started

Monitor

A user is replaying calls in the Recent Calls
panel.

Workstations assigned to
user

User Administration

A workstation has been assigned to a user.

Workstations removed
from user

User Administration

A workstation has been removed from a user.
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